
Jarolift_MQTTv3/cc1101.cpp
#include <SPI.h>

/**
 * Copyright (c) 2011 panStamp <contact@panstamp.com>
 * 
 * This file is part of the panStamp project.
 * 
 * panStamp  is free software; you can redistribute it and/or modify
 * it under the terms of the GNU Lesser General Public License as published by
 * the Free Software Foundation; either version 3 of the License, or
 * any later version.
 * 
 * panStamp is distributed in the hope that it will be useful,
 * but WITHOUT ANY WARRANTY; without even the implied warranty of
 * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
 * GNU Lesser General Public License for more details.
 * 
 * You should have received a copy of the GNU Lesser General Public License
 * along with panStamp; if not, write to the Free Software
 * Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA  02110-1301 
 * USA
 * 
 * Author: Daniel Berenguer
 * Creation date: 03/03/2011
 */

extern "C" {
#include "cc1101.h"
}

#define PORT_GDO0 5
#define byte uint8_t

/**
 * Macros
 */
// Select (SPI) CC1101
#define cc1101_Select()  spi.begin()
// Deselect (SPI) CC1101
#define   cc1101_Deselect()  spi.end()
// Wait until SPI MISO line goes low
#define wait_Miso()  delay(10)
//while(digitalRead(PORT_SPI_MISO))
// Get GDO0 pin state
#define getGDO0state()  digitalRead(PORT_GDO0)
// Wait until GDO0 line goes high
#define wait_GDO0_high()  while(!getGDO0state()) {delay(1);}
// Wait until GDO0 line goes low
#define wait_GDO0_low()  while(getGDO0state()) {delay(1);}

 /**
  * PATABLE
  */
const byte paTable[8] = {0x00, 0x60, 0x00, 0x00, 0x00, 0x00, 0x00, 0x00};

/**
 * CC1101
 * 
 * Class constructor
 */
CC1101::CC1101(void)
{
  carrierFreq = CFREQ_868;
  channel = CC1101_DEFVAL_CHANNR;
  syncWord[0] = CC1101_DEFVAL_SYNC1;
  syncWord[1] = CC1101_DEFVAL_SYNC0;
  devAddress = CC1101_DEFVAL_ADDR;
  paTableByte = PA_LowPower;            // Priority = Low power
}

/**
 * wakeUp
 * 
 * Wake up CC1101 from Power Down state
 */
void CC1101::wakeUp(void)
{
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  cc1101_Deselect();                    // Deselect CC1101
}

/**
 * writeReg
 * 
 * Write single register into the CC1101 IC via SPI
 * 
 * 'regAddr'	Register address
 * 'value'	Value to be writen
 */
void CC1101::writeReg(byte regAddr, byte value) 
{
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(regAddr);                    // Send register address
  spi.transfer(value);                      // Send value
  cc1101_Deselect();                    // Deselect CC1101
}

/**
 * writeBurstReg
 * 
 * Write multiple registers into the CC1101 IC via SPI
 * 
 * 'regAddr'	Register address
 * 'buffer'	Data to be writen
 * 'len'	Data length
 */
void CC1101::writeBurstReg(byte regAddr, byte* buffer, byte len)
{
  byte addr, i;
  
  addr = regAddr | WRITE_BURST;         // Enable burst transfer
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(addr);                       // Send register address
  
  for(i=0 ; i<len ; i++)
    spi.transfer(buffer[i]);                // Send value

  cc1101_Deselect();                    // Deselect CC1101  
}

/**
 * cmdStrobe
 * 
 * Send command strobe to the CC1101 IC via SPI
 * 
 * 'cmd'	Command strobe
 */     
void CC1101::cmdStrobe(byte cmd) 
{
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(cmd);                        // Send strobe command
  cc1101_Deselect();                    // Deselect CC1101
}

/**
 * readReg
 * 
 * Read CC1101 register via SPI
 * 
 * 'regAddr'	Register address
 * 'regType'	Type of register: CC1101_CONFIG_REGISTER or CC1101_STATUS_REGISTER
 * 
 * Return:
 * 	Data byte returned by the CC1101 IC
 */
byte CC1101::readReg(byte regAddr, byte regType)
{
  byte addr, val;

  addr = regAddr | regType;
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(addr);                       // Send register address
  val = spi.transfer(0x00);                 // Read result
  cc1101_Deselect();                    // Deselect CC1101

  return val;
}

/**
 * readBurstReg
 * 
 * Read burst data from CC1101 via SPI
 * 
 * 'buffer'	Buffer where to copy the result to
 * 'regAddr'	Register address
 * 'len'	Data length
 */
void CC1101::readBurstReg(byte * buffer, byte regAddr, byte len) 
{
  byte addr, i;
  
  addr = regAddr | READ_BURST;
  cc1101_Select();                      // Select CC1101
  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(addr);                       // Send register address
  for(i=0 ; i<len ; i++)
    buffer[i] = spi.transfer(0x00);         // Read result byte by byte
  cc1101_Deselect();                    // Deselect CC1101
}

/**
 * reset
 * 
 * Reset CC1101
 */
void CC1101::reset(void) 
{
  cc1101_Deselect();                    // Deselect CC1101
  delayMicroseconds(5);
  cc1101_Select();                      // Select CC1101
  delayMicroseconds(10);
  cc1101_Deselect();                    // Deselect CC1101
  delayMicroseconds(41);
  cc1101_Select();                      // Select CC1101

  wait_Miso();                          // Wait until MISO goes low
  spi.transfer(CC1101_SRES);                // Send reset command strobe
  wait_Miso();                          // Wait until MISO goes low

  cc1101_Deselect();                    // Deselect CC1101

  setCCregs();                          // Reconfigure CC1101
}

/**
 * setCCregs
 * 
 * Configure CC1101 registers
 */
void CC1101::setCCregs(void) 
{
  writeReg(CC1101_IOCFG2,  CC1101_DEFVAL_IOCFG2);
  writeReg(CC1101_IOCFG1,  CC1101_DEFVAL_IOCFG1);
  writeReg(CC1101_IOCFG0,  CC1101_DEFVAL_IOCFG0);
  writeReg(CC1101_FIFOTHR,  CC1101_DEFVAL_FIFOTHR);
  writeReg(CC1101_PKTLEN,  CC1101_DEFVAL_PKTLEN);
  writeReg(CC1101_PKTCTRL1,  CC1101_DEFVAL_PKTCTRL1);
  writeReg(CC1101_PKTCTRL0,  CC1101_DEFVAL_PKTCTRL0);

  // Set default synchronization word
  setSyncWord(syncWord);

  // Set default device address
  setDevAddress(devAddress);

  // Set default frequency channel
  setChannel(channel);
  
  writeReg(CC1101_FSCTRL1,  CC1101_DEFVAL_FSCTRL1);
  writeReg(CC1101_FSCTRL0,  CC1101_DEFVAL_FSCTRL0);

  // Set default carrier frequency = 868 MHz
  setCarrierFreq(carrierFreq);

  writeReg(CC1101_MDMCFG4,  CC1101_DEFVAL_MDMCFG4);
  writeReg(CC1101_MDMCFG3,  CC1101_DEFVAL_MDMCFG3);
  writeReg(CC1101_MDMCFG2,  CC1101_DEFVAL_MDMCFG2);
  writeReg(CC1101_MDMCFG1,  CC1101_DEFVAL_MDMCFG1);
  writeReg(CC1101_MDMCFG0,  CC1101_DEFVAL_MDMCFG0);
  writeReg(CC1101_DEVIATN,  CC1101_DEFVAL_DEVIATN);
  writeReg(CC1101_MCSM2,  CC1101_DEFVAL_MCSM2);
  writeReg(CC1101_MCSM1,  CC1101_DEFVAL_MCSM1);
  writeReg(CC1101_MCSM0,  CC1101_DEFVAL_MCSM0);
  writeReg(CC1101_FOCCFG,  CC1101_DEFVAL_FOCCFG);
  writeReg(CC1101_BSCFG,  CC1101_DEFVAL_BSCFG);
  writeReg(CC1101_AGCCTRL2,  CC1101_DEFVAL_AGCCTRL2);
  writeReg(CC1101_AGCCTRL1,  CC1101_DEFVAL_AGCCTRL1);
  writeReg(CC1101_AGCCTRL0,  CC1101_DEFVAL_AGCCTRL0);
  writeReg(CC1101_WOREVT1,  CC1101_DEFVAL_WOREVT1);
  writeReg(CC1101_WOREVT0,  CC1101_DEFVAL_WOREVT0);
  writeReg(CC1101_WORCTRL,  CC1101_DEFVAL_WORCTRL);
  writeReg(CC1101_FREND1,  CC1101_DEFVAL_FREND1);
  writeReg(CC1101_FREND0,  CC1101_DEFVAL_FREND0);
  writeReg(CC1101_FSCAL3,  CC1101_DEFVAL_FSCAL3);
  writeReg(CC1101_FSCAL2,  CC1101_DEFVAL_FSCAL2);
  writeReg(CC1101_FSCAL1,  CC1101_DEFVAL_FSCAL1);
  writeReg(CC1101_FSCAL0,  CC1101_DEFVAL_FSCAL0);
  writeReg(CC1101_RCCTRL1,  CC1101_DEFVAL_RCCTRL1);
  writeReg(CC1101_RCCTRL0,  CC1101_DEFVAL_RCCTRL0);
  writeReg(CC1101_FSTEST,  CC1101_DEFVAL_FSTEST);
  writeReg(CC1101_PTEST,  CC1101_DEFVAL_PTEST);
  writeReg(CC1101_AGCTEST,  CC1101_DEFVAL_AGCTEST);
  writeReg(CC1101_TEST2,  CC1101_DEFVAL_TEST2);
  writeReg(CC1101_TEST1,  CC1101_DEFVAL_TEST1);
  writeReg(CC1101_TEST0,  CC1101_DEFVAL_TEST0);
  
  // Send empty packet
  CCPACKET packet;
  packet.length = 0;
  sendData(packet);
}

/**
 * init
 * 
 * Initialize CC1101 radio
 *
 * @param freq Carrier frequency
 */
void CC1101::init(uint8_t freq)
{
  carrierFreq = freq;
  
  spi.begin();                           // Initialize SPI interface
  pinMode(PORT_GDO0, INPUT);                 // Config GDO0 as input

  reset();                              // Reset CC1101

  // Configure PATABLE
  //writeBurstReg(CC1101_PATABLE, (byte*)paTable, 8);
  writeReg(CC1101_PATABLE, paTableByte);
}

/**
 * setSyncWord
 * 
 * Set synchronization word
 * 
 * 'syncH'	Synchronization word - High byte
 * 'syncL'	Synchronization word - Low byte
 */
void CC1101::setSyncWord(uint8_t syncH, uint8_t syncL) 
{
  writeReg(CC1101_SYNC1, syncH);
  writeReg(CC1101_SYNC0, syncL);
  syncWord[0] = syncH;
  syncWord[1] = syncL;
}

/**
 * setSyncWord (overriding method)
 * 
 * Set synchronization word
 * 
 * 'syncH'	Synchronization word - pointer to 2-byte array
 */
void CC1101::setSyncWord(byte *sync) 
{
  CC1101::setSyncWord(sync[0], sync[1]);
}

/**
 * setDevAddress
 * 
 * Set device address
 * 
 * @param addr	Device address
 */
void CC1101::setDevAddress(byte addr) 
{
  writeReg(CC1101_ADDR, addr);
  devAddress = addr;
}

/**
 * setChannel
 * 
 * Set frequency channel
 * 
 * 'chnl'	Frequency channel
 */
void CC1101::setChannel(byte chnl) 
{
  writeReg(CC1101_CHANNR,  chnl);
  channel = chnl;
}

/**
 * setCarrierFreq
 * 
 * Set carrier frequency
 * 
 * 'freq'	New carrier frequency
 */
void CC1101::setCarrierFreq(byte freq)
{
  switch(freq)
  {
    case CFREQ_915:
      writeReg(CC1101_FREQ2,  CC1101_DEFVAL_FREQ2_915);
      writeReg(CC1101_FREQ1,  CC1101_DEFVAL_FREQ1_915);
      writeReg(CC1101_FREQ0,  CC1101_DEFVAL_FREQ0_915);
      break;
    case CFREQ_433:
      writeReg(CC1101_FREQ2,  CC1101_DEFVAL_FREQ2_433);
      writeReg(CC1101_FREQ1,  CC1101_DEFVAL_FREQ1_433);
      writeReg(CC1101_FREQ0,  CC1101_DEFVAL_FREQ0_433);
      break;
    case CFREQ_918:
      writeReg(CC1101_FREQ2,  CC1101_DEFVAL_FREQ2_918);
      writeReg(CC1101_FREQ1,  CC1101_DEFVAL_FREQ1_918);
      writeReg(CC1101_FREQ0,  CC1101_DEFVAL_FREQ0_918);
      break;
    default:
      writeReg(CC1101_FREQ2,  CC1101_DEFVAL_FREQ2_868);
      writeReg(CC1101_FREQ1,  CC1101_DEFVAL_FREQ1_868);
      writeReg(CC1101_FREQ0,  CC1101_DEFVAL_FREQ0_868);
      break;
  }
   
  carrierFreq = freq;  
}

/**
 * setPowerDownState
 * 
 * Put CC1101 into power-down state
 */
void CC1101::setPowerDownState() 
{
  // Comming from RX state, we need to enter the IDLE state first
  cmdStrobe(CC1101_SIDLE);
  // Enter Power-down state
  cmdStrobe(CC1101_SPWD);
}

/**
 * sendData
 * 
 * Send data packet via RF
 * 
 * 'packet'	Packet to be transmitted. First byte is the destination address
 *
 *  Return:
 *    True if the transmission succeeds
 *    False otherwise
 */
bool CC1101::sendData(CCPACKET packet)
{
  byte marcState;
  bool res = false;
 
  // Declare to be in Tx state. This will avoid receiving packets whilst
  // transmitting
  rfState = RFSTATE_TX;

  // Enter RX state
  setRxState();

  // Check that the RX state has been entered
  while (((marcState = readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x0D)
  {
    if (marcState == 0x11)        // RX_OVERFLOW
      flushRxFifo();              // flush receive queue
  }

  delayMicroseconds(500);

  if (packet.length > 0)
  {
    // Set data length at the first position of the TX FIFO
    writeReg(CC1101_TXFIFO,  packet.length);
    // Write data into the TX FIFO
    writeBurstReg(CC1101_TXFIFO, packet.data, packet.length);

    // CCA enabled: will enter TX state only if the channel is clear
    setTxState();
  }

  // Check that TX state is being entered (state = RXTX_SETTLING)
  marcState = readStatusReg(CC1101_MARCSTATE) & 0x1F;
  if((marcState != 0x13) && (marcState != 0x14) && (marcState != 0x15))
  {
    setIdleState();       // Enter IDLE state
    flushTxFifo();        // Flush Tx FIFO
    setRxState();         // Back to RX state

    // Declare to be in Rx state
    rfState = RFSTATE_RX;
    return false;
  }

  // Wait for the sync word to be transmitted
  wait_GDO0_high();

  // Wait until the end of the packet transmission
  wait_GDO0_low();

  // Check that the TX FIFO is empty
  if((readStatusReg(CC1101_TXBYTES) & 0x7F) == 0)
    res = true;

  setIdleState();       // Enter IDLE state
  flushTxFifo();        // Flush Tx FIFO

  // Enter back into RX state
  setRxState();

  // Declare to be in Rx state
  rfState = RFSTATE_RX;

  return res;
}

/**
 * receiveData
 * 
 * Read data packet from RX FIFO
 *
 * 'packet'	Container for the packet received
 * 
 * Return:
 * 	Amount of bytes received
 */
byte CC1101::receiveData(CCPACKET * packet)
{
  byte val;
  byte rxBytes = readStatusReg(CC1101_RXBYTES);

  // Any byte waiting to be read and no overflow?
  if (rxBytes & 0x7F)
  {
    // Read data length
    packet->length = readConfigReg(CC1101_RXFIFO);
    // If packet is too long
    if (packet->length > CCPACKET_DATA_LEN)
      packet->length = 0;   // Discard packet
    else
    {
      // Read data packet
      readBurstReg(packet->data, CC1101_RXFIFO, packet->length);
      // Read RSSI
      packet->rssi = readConfigReg(CC1101_RXFIFO);
      // Read LQI and CRC_OK
      val = readConfigReg(CC1101_RXFIFO);
      packet->lqi = val & 0x7F;
      packet->crc_ok = bitRead(val, 7);
    }
  }
  else
    packet->length = 0;

  setIdleState();       // Enter IDLE state
  flushRxFifo();        // Flush Rx FIFO
  //cmdStrobe(CC1101_SCAL);

  // Back to RX state
  setRxState();

  return packet->length;
}

/**
 * setRxState
 * 
 * Enter Rx state
 */
void CC1101::setRxState(void)
{
  cmdStrobe(CC1101_SRX);
  rfState = RFSTATE_RX;
}

/**
 * setTxState
 * 
 * Enter Tx state
 */
void CC1101::setTxState(void)
{
   cmdStrobe(CC1101_STX);
  rfState = RFSTATE_TX;
}




Jarolift_MQTTv3/cc1101.h
#include <SPI.h>

/**
 * Copyright (c) 2011 panStamp <contact@panstamp.com>
 * 
 * This file is part of the panStamp project.
 * 
 * panStamp  is free software; you can redistribute it and/or modify
 * it under the terms of the GNU Lesser General Public License as published by
 * the Free Software Foundation; either version 3 of the License, or
 * any later version.
 * 
 * panStamp is distributed in the hope that it will be useful,
 * but WITHOUT ANY WARRANTY; without even the implied warranty of
 * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
 * GNU Lesser General Public License for more details.
 * 
 * You should have received a copy of the GNU Lesser General Public License
 * along with panStamp; if not, write to the Free Software
 * Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA  02110-1301 
 * USA
 * 
 * Author: Daniel Berenguer
 * Creation date: 03/03/2011
 */

#ifndef _CC1101_H
#define _CC1101_H

//#include "simplespi.h"
extern "C" {
#include <stdint.h>
#include "ccpacket.h"
}

/**
 * Carrier frequencies
 */
enum CFREQ
{
  CFREQ_868 = 0,
  CFREQ_915,
  CFREQ_433,
  CFREQ_918,
  CFREQ_LAST
};

/**
 * RF STATES
 */
enum RFSTATE
{
  RFSTATE_IDLE = 0,
  RFSTATE_RX,
  RFSTATE_TX
};


/**
 * Frequency channels
 */
#define NUMBER_OF_FCHANNELS      10

/**
 * Type of transfers
 */
#define WRITE_BURST              0x40
#define READ_SINGLE              0x80
#define READ_BURST               0xC0

/**
 * Type of register
 */
#define CC1101_CONFIG_REGISTER   READ_SINGLE
#define CC1101_STATUS_REGISTER   READ_BURST

/**
 * PATABLE & FIFO's
 */
#define CC1101_PATABLE           0x3E        // PATABLE address
#define CC1101_TXFIFO            0x3F        // TX FIFO address
#define CC1101_RXFIFO            0x3F        // RX FIFO address

/**
 * Command strobes
 */
#define CC1101_SRES              0x30        // Reset CC1101 chip
#define CC1101_SFSTXON           0x31        // Enable and calibrate frequency synthesizer (if MCSM0.FS_AUTOCAL=1). If in RX (with CCA):
                                             // Go to a wait state where only the synthesizer is running (for quick RX / TX turnaround).
#define CC1101_SXOFF             0x32        // Turn off crystal oscillator
#define CC1101_SCAL              0x33        // Calibrate frequency synthesizer and turn it off. SCAL can be strobed from IDLE mode without
                                             // setting manual calibration mode (MCSM0.FS_AUTOCAL=0)
#define CC1101_SRX               0x34        // Enable RX. Perform calibration first if coming from IDLE and MCSM0.FS_AUTOCAL=1
#define CC1101_STX               0x35        // In IDLE state: Enable TX. Perform calibration first if MCSM0.FS_AUTOCAL=1.
                                             // If in RX state and CCA is enabled: Only go to TX if channel is clear
#define CC1101_SIDLE             0x36        // Exit RX / TX, turn off frequency synthesizer and exit Wake-On-Radio mode if applicable
#define CC1101_SWOR              0x38        // Start automatic RX polling sequence (Wake-on-Radio) as described in Section 19.5 if
                                             // WORCTRL.RC_PD=0
#define CC1101_SPWD              0x39        // Enter power down mode when CSn goes high
#define CC1101_SFRX              0x3A        // Flush the RX FIFO buffer. Only issue SFRX in IDLE or RXFIFO_OVERFLOW states
#define CC1101_SFTX              0x3B        // Flush the TX FIFO buffer. Only issue SFTX in IDLE or TXFIFO_UNDERFLOW states
#define CC1101_SWORRST           0x3C        // Reset real time clock to Event1 value
#define CC1101_SNOP              0x3D        // No operation. May be used to get access to the chip status byte

/**
 * CC1101 configuration registers
 */
#define CC1101_IOCFG2            0x00        // GDO2 Output Pin Configuration
#define CC1101_IOCFG1            0x01        // GDO1 Output Pin Configuration
#define CC1101_IOCFG0            0x02        // GDO0 Output Pin Configuration
#define CC1101_FIFOTHR           0x03        // RX FIFO and TX FIFO Thresholds
#define CC1101_SYNC1             0x04        // Sync Word, High Byte
#define CC1101_SYNC0             0x05        // Sync Word, Low Byte
#define CC1101_PKTLEN            0x06        // Packet Length
#define CC1101_PKTCTRL1          0x07        // Packet Automation Control
#define CC1101_PKTCTRL0          0x08        // Packet Automation Control
#define CC1101_ADDR              0x09        // Device Address
#define CC1101_CHANNR            0x0A        // Channel Number
#define CC1101_FSCTRL1           0x0B        // Frequency Synthesizer Control
#define CC1101_FSCTRL0           0x0C        // Frequency Synthesizer Control
#define CC1101_FREQ2             0x0D        // Frequency Control Word, High Byte
#define CC1101_FREQ1             0x0E        // Frequency Control Word, Middle Byte
#define CC1101_FREQ0             0x0F        // Frequency Control Word, Low Byte
#define CC1101_MDMCFG4           0x10        // Modem Configuration
#define CC1101_MDMCFG3           0x11        // Modem Configuration
#define CC1101_MDMCFG2           0x12        // Modem Configuration
#define CC1101_MDMCFG1           0x13        // Modem Configuration
#define CC1101_MDMCFG0           0x14        // Modem Configuration
#define CC1101_DEVIATN           0x15        // Modem Deviation Setting
#define CC1101_MCSM2             0x16        // Main Radio Control State Machine Configuration
#define CC1101_MCSM1             0x17        // Main Radio Control State Machine Configuration
#define CC1101_MCSM0             0x18        // Main Radio Control State Machine Configuration
#define CC1101_FOCCFG            0x19        // Frequency Offset Compensation Configuration
#define CC1101_BSCFG             0x1A        // Bit Synchronization Configuration
#define CC1101_AGCCTRL2          0x1B        // AGC Control
#define CC1101_AGCCTRL1          0x1C        // AGC Control
#define CC1101_AGCCTRL0          0x1D        // AGC Control
#define CC1101_WOREVT1           0x1E        // High Byte Event0 Timeout
#define CC1101_WOREVT0           0x1F        // Low Byte Event0 Timeout
#define CC1101_WORCTRL           0x20        // Wake On Radio Control
#define CC1101_FREND1            0x21        // Front End RX Configuration
#define CC1101_FREND0            0x22        // Front End TX Configuration
#define CC1101_FSCAL3            0x23        // Frequency Synthesizer Calibration
#define CC1101_FSCAL2            0x24        // Frequency Synthesizer Calibration
#define CC1101_FSCAL1            0x25        // Frequency Synthesizer Calibration
#define CC1101_FSCAL0            0x26        // Frequency Synthesizer Calibration
#define CC1101_RCCTRL1           0x27        // RC Oscillator Configuration
#define CC1101_RCCTRL0           0x28        // RC Oscillator Configuration
#define CC1101_FSTEST            0x29        // Frequency Synthesizer Calibration Control
#define CC1101_PTEST             0x2A        // Production Test
#define CC1101_AGCTEST           0x2B        // AGC Test
#define CC1101_TEST2             0x2C        // Various Test Settings
#define CC1101_TEST1             0x2D        // Various Test Settings
#define CC1101_TEST0             0x2E        // Various Test Settings

/**
 * Status registers
 */
#define CC1101_PARTNUM           0x30        // Chip ID
#define CC1101_VERSION           0x31        // Chip ID
#define CC1101_FREQEST           0x32        // Frequency Offset Estimate from Demodulator
#define CC1101_LQI               0x33        // Demodulator Estimate for Link Quality
#define CC1101_RSSI              0x34        // Received Signal Strength Indication
#define CC1101_MARCSTATE         0x35        // Main Radio Control State Machine State
#define CC1101_WORTIME1          0x36        // High Byte of WOR Time
#define CC1101_WORTIME0          0x37        // Low Byte of WOR Time
#define CC1101_PKTSTATUS         0x38        // Current GDOx Status and Packet Status
#define CC1101_VCO_VC_DAC        0x39        // Current Setting from PLL Calibration Module
#define CC1101_TXBYTES           0x3A        // Underflow and Number of Bytes
#define CC1101_RXBYTES           0x3B        // Overflow and Number of Bytes
#define CC1101_RCCTRL1_STATUS    0x3C        // Last RC Oscillator Calibration Result
#define CC1101_RCCTRL0_STATUS    0x3D        // Last RC Oscillator Calibration Result 

/**
 * CC1101 configuration registers - Default values extracted from SmartRF Studio
 *
 * Configuration:
 *
 * Deviation = 20.629883 
 * Base frequency = 867.999939 
 * Carrier frequency = 867.999939 
 * Channel number = 0 
 * Carrier frequency = 867.999939 
 * Modulated = true 
 * Modulation format = GFSK 
 * Manchester enable = false
 * Data whitening = off
 * Sync word qualifier mode = 30/32 sync word bits detected 
 * Preamble count = 4 
 * Channel spacing = 199.951172 
 * Carrier frequency = 867.999939 
 * Data rate = 38.3835 Kbps
 * RX filter BW = 101.562500 
 * Data format = Normal mode 
 * Length config = Variable packet length mode. Packet length configured by the first byte after sync word 
 * CRC enable = true 
 * Packet length = 255 
 * Device address = 1 
 * Address config = Enable address check
 * Append status = Append two status bytes to the payload of the packet. The status bytes contain RSSI and
 * LQI values, as well as CRC OK
 * CRC autoflush = false 
 * PA ramping = false 
 * TX power = 12
 * GDO0 mode = Asserts when sync word has been sent / received, and de-asserts at the end of the packet.
 * In RX, the pin will also de-assert when a packet is discarded due to address or maximum length filtering
 * or when the radio enters RXFIFO_OVERFLOW state. In TX the pin will de-assert if the TX FIFO underflows
 * Settings optimized for low current consumption
 */
//#define CC1101_DEFVAL_IOCFG2   0x29        // GDO2 Output Pin Configuration
#define CC1101_DEFVAL_IOCFG2     0x0D        // GDO2 Output Pin Configuration
#define CC1101_DEFVAL_IOCFG1     0x2E        // GDO1 Output Pin Configuration
#define CC1101_DEFVAL_IOCFG0     0x2D        // GDO0 Output Pin Configuration
#define CC1101_DEFVAL_FIFOTHR    0x47        // RX FIFO and TX FIFO Thresholds
#define CC1101_DEFVAL_SYNC1      0xD3        // Synchronization word, high byte
#define CC1101_DEFVAL_SYNC0      0x91        // Synchronization word, low byte
#define CC1101_DEFVAL_PKTLEN     0x3D        // Packet Length
#define CC1101_DEFVAL_PKTCTRL1   0x04        // Packet Automation Control
#define CC1101_DEFVAL_PKTCTRL0   0x32        // Packet Automation Control
#define CC1101_DEFVAL_ADDR       0xFF        // Device Address
#define CC1101_DEFVAL_CHANNR     0x00        // Channel Number
#define CC1101_DEFVAL_FSCTRL1    0x06        // Frequency Synthesizer Control
#define CC1101_DEFVAL_FSCTRL0    0x00        // Frequency Synthesizer Control
// Carrier frequency = 868 MHz
#define CC1101_DEFVAL_FREQ2_868  0x21        // Frequency Control Word, High Byte
#define CC1101_DEFVAL_FREQ1_868  0x62        // Frequency Control Word, Middle Byte
#define CC1101_DEFVAL_FREQ0_868  0x76        // Frequency Control Word, Low Byte
// Carrier frequency = 902 MHz
#define CC1101_DEFVAL_FREQ2_915  0x22        // Frequency Control Word, High Byte
#define CC1101_DEFVAL_FREQ1_915  0xB1        // Frequency Control Word, Middle Byte
#define CC1101_DEFVAL_FREQ0_915  0x3B        // Frequency Control Word, Low Byte
// Carrier frequency = 918 MHz
#define CC1101_DEFVAL_FREQ2_918  0x23        // Frequency Control Word, High Byte
#define CC1101_DEFVAL_FREQ1_918  0x4E        // Frequency Control Word, Middle Byte
#define CC1101_DEFVAL_FREQ0_918  0xC4        // Frequency Control Word, Low Byte

// Carrier frequency = 433 MHz
#define CC1101_DEFVAL_FREQ2_433  0x10        // Frequency Control Word, High Byte
#define CC1101_DEFVAL_FREQ1_433  0xB0        // Frequency Control Word, Middle Byte
#define CC1101_DEFVAL_FREQ0_433  0xB0       // Frequency Control Word, Low Byte

#define CC1101_DEFVAL_MDMCFG4    0x69     // Modem Configuration
#define CC1101_DEFVAL_MDMCFG3    0xE4      // Modem Configuration
#define CC1101_DEFVAL_MDMCFG2    0x30        // Modem Configuration
#define CC1101_DEFVAL_MDMCFG1    0x22        // Modem Configuration
#define CC1101_DEFVAL_MDMCFG0    0xF8        // Modem Configuration
#define CC1101_DEFVAL_DEVIATN    0x00      // Modem Deviation Setting
#define CC1101_DEFVAL_MCSM2      0x07        // Main Radio Control State Machine Configuration
//#define CC1101_DEFVAL_MCSM1      0x30        // Main Radio Control State Machine Configuration
#define CC1101_DEFVAL_MCSM1      0x00        // Main Radio Control State Machine Configuration
#define CC1101_DEFVAL_MCSM0      0x18        // Main Radio Control State Machine Configuration
#define CC1101_DEFVAL_FOCCFG     0x14        // Frequency Offset Compensation Configuration
#define CC1101_DEFVAL_BSCFG      0x6C        // Bit Synchronization Configuration
#define CC1101_DEFVAL_AGCCTRL2   0x04        // AGC Control
#define CC1101_DEFVAL_AGCCTRL1   0x00       // AGC Control
#define CC1101_DEFVAL_AGCCTRL0   0x92        // AGC Control
#define CC1101_DEFVAL_WOREVT1    0x87        // High Byte Event0 Timeout
#define CC1101_DEFVAL_WOREVT0    0x6B        // Low Byte Event0 Timeout
#define CC1101_DEFVAL_WORCTRL    0xF8        // Wake On Radio Control
#define CC1101_DEFVAL_FREND1     0xB6        // Front End RX Configuration
#define CC1101_DEFVAL_FREND0     0x11        // Front End TX Configuration
#define CC1101_DEFVAL_FSCAL3     0xE9        // Frequency Synthesizer Calibration
#define CC1101_DEFVAL_FSCAL2     0x2A        // Frequency Synthesizer Calibration
#define CC1101_DEFVAL_FSCAL1     0x00        // Frequency Synthesizer Calibration
#define CC1101_DEFVAL_FSCAL0     0x1F        // Frequency Synthesizer Calibration
#define CC1101_DEFVAL_RCCTRL1    0x41        // RC Oscillator Configuration
#define CC1101_DEFVAL_RCCTRL0    0x00        // RC Oscillator Configuration
#define CC1101_DEFVAL_FSTEST     0x59        // Frequency Synthesizer Calibration Control
#define CC1101_DEFVAL_PTEST      0x7F        // Production Test
#define CC1101_DEFVAL_AGCTEST    0x3F        // AGC Test
#define CC1101_DEFVAL_TEST2      0x81        // Various Test Settings
#define CC1101_DEFVAL_TEST1      0x35        // Various Test Settings
#define CC1101_DEFVAL_TEST0      0x09        // Various Test Settings

/**
 * Alias for some default values
 */
#define CCDEF_CHANNR  CC1101_DEFVAL_CHANNR
#define CCDEF_SYNC0  CC1101_DEFVAL_SYNC0
#define CCDEF_SYNC1  CC1101_DEFVAL_SYNC1
#define CCDEF_ADDR  CC1101_DEFVAL_ADDR

/**
 * Macros
 */
// Read CC1101 Config register
#define readConfigReg(regAddr)    readReg(regAddr, CC1101_CONFIG_REGISTER)
// Read CC1101 Status register
#define readStatusReg(regAddr)    readReg(regAddr, CC1101_STATUS_REGISTER)
// Enter Rx state
//#define setRxState()              cmdStrobe(CC1101_SRX)
// Enter Tx state
//#define setTxState()              cmdStrobe(CC1101_STX)
// Enter IDLE state
#define setIdleState()            cmdStrobe(CC1101_SIDLE)
// Flush Rx FIFO
#define flushRxFifo()             cmdStrobe(CC1101_SFRX)
// Flush Tx FIFO
#define flushTxFifo()             cmdStrobe(CC1101_SFTX)
// Disable address check
#define disableAddressCheck()     writeReg(CC1101_PKTCTRL1, 0x04)
// Enable address check
#define enableAddressCheck()      writeReg(CC1101_PKTCTRL1, 0x06)
// Disable CCA
#define disableCCA()              writeReg(CC1101_MCSM1, 0)
// Enable CCA
#define enableCCA()               writeReg(CC1101_MCSM1, CC1101_DEFVAL_MCSM1)
// Set PATABLE single byte
#define setTxPowerAmp(setting)    paTableByte = setting
// PATABLE values
#define PA_LowPower               0x60
#define PA_LongDistance           0xC0

/**
 * Class: CC1101
 * 
 * Description:
 * CC1101 interface
 */
class CC1101
{
  private:
    /**
     * Atmega's SPI interface
     */
    SPIClass spi;

    /**
     * writeBurstReg
     * 
     * Write multiple registers into the CC1101 IC via SPI
     * 
     * 'regAddr'	Register address
     * 'buffer'	Data to be writen
     * 'len'	Data length
     */
    void writeBurstReg(uint8_t regAddr, uint8_t* buffer, uint8_t len);

    /**
     * readBurstReg
     * 
     * Read burst data from CC1101 via SPI
     * 
     * 'buffer'	Buffer where to copy the result to
     * 'regAddr'	Register address
     * 'len'	Data length
     */
    void readBurstReg(uint8_t * buffer, uint8_t regAddr, uint8_t len);

    /**
     * setRegsFromEeprom
     * 
     * Set registers from EEPROM
     */
    void setRegsFromEeprom(void);

  public:
    /*
     * RF state
     */
    uint8_t rfState;

    /**
     * Tx Power byte (single PATABLE config)
     */
    uint8_t paTableByte;

    /**
     * Carrier frequency
     */
    uint8_t carrierFreq;

    /**
     * Frequency channel
     */
    uint8_t channel;

    /**
     * Synchronization word
     */
    uint8_t syncWord[2];

    /**
     * Device address
     */
    uint8_t devAddress;

    /**
     * CC1101
     * 
     * Class constructor
     */
    CC1101(void);

    /**
     * cmdStrobe
     * 
     * Send command strobe to the CC1101 IC via SPI
     * 
     * 'cmd'	Command strobe
     */
    void cmdStrobe(uint8_t cmd);

    /**
     * wakeUp
     * 
     * Wake up CC1101 from Power Down state
     */
    void wakeUp(void);

    /**
     * readReg
     * 
     * Read CC1101 register via SPI
     * 
     * 'regAddr'	Register address
     * 'regType'	Type of register: CC1101_CONFIG_REGISTER or CC1101_STATUS_REGISTER
     * 
     * Return:
     * 	Data byte returned by the CC1101 IC
     */
    uint8_t readReg(uint8_t regAddr, uint8_t regType);

    /**
     * writeReg
     * 
     * Write single register into the CC1101 IC via SPI
     * 
     * 'regAddr'	Register address
     * 'value'	Value to be writen
     */
    void writeReg(uint8_t regAddr, uint8_t value);

    /**
     * setCCregs
     * 
     * Configure CC1101 registers
     */
    void setCCregs(void);

    /**
     * reset
     * 
     * Reset CC1101
     */
    void reset(void);
    
    /**
     * init
     * 
     * Initialize CC1101 radio
     *
     * @param freq Carrier frequency
     */
    void init(uint8_t freq=CFREQ_868);

    /**
     * setSyncWord
     * 
     * Set synchronization word
     * 
     * 'syncH'	Synchronization word - High byte
     * 'syncL'	Synchronization word - Low byte
     */
    void setSyncWord(uint8_t syncH, uint8_t syncL);

    /**
     * setSyncWord (overriding method)
     * 
     * Set synchronization word
     * 
     * 'syncH'	Synchronization word - pointer to 2-byte array
     */
    void setSyncWord(uint8_t *sync);

    /**
     * setDevAddress
     * 
     * Set device address
     * 
     * 'addr'	Device address
     */
    void setDevAddress(uint8_t addr);

    /**
     * setCarrierFreq
     * 
     * Set carrier frequency
     * 
     * 'freq'	New carrier frequency
     */
    void setCarrierFreq(uint8_t freq);
    
    /**
     * setChannel
     * 
     * Set frequency channel
     * 
     * 'chnl'	Frequency channel
     */
    void setChannel(uint8_t chnl);

    /**
     * setPowerDownState
     * 
     * Put CC1101 into power-down state
     */
    void setPowerDownState();
    
    /**
     * sendData
     * 
     * Send data packet via RF
     * 
     * 'packet'	Packet to be transmitted. First byte is the destination address
     *
     *  Return:
     *    True if the transmission succeeds
     *    False otherwise
     */
    bool sendData(CCPACKET packet);

    /**
     * receiveData
     * 
     * Read data packet from RX FIFO
     * 
     * Return:
     * 	Amount of bytes received
     */
    uint8_t receiveData(CCPACKET *packet);
    
    /**
     * setRxState
     * 
     * Enter Rx state
     */
    void setRxState(void);

    /**
     * setTxState
     * 
     * Enter Tx state
     */
    void setTxState(void);
};

#endif





Jarolift_MQTTv3/ccpacket.h
/**
 * Copyright (c) 2011 panStamp <contact@panstamp.com>
 * 
 * This file is part of the panStamp project.
 * 
 * panStamp  is free software; you can redistribute it and/or modify
 * it under the terms of the GNU Lesser General Public License as published by
 * the Free Software Foundation; either version 3 of the License, or
 * any later version.
 * 
 * panStamp is distributed in the hope that it will be useful,
 * but WITHOUT ANY WARRANTY; without even the implied warranty of
 * MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
 * GNU Lesser General Public License for more details.
 * 
 * You should have received a copy of the GNU Lesser General Public License
 * along with panStamp; if not, write to the Free Software
 * Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA  02110-1301 
 * USA
 * 
 * Author: Daniel Berenguer
 * Creation date: 06/03/2013
 */

#ifndef _CCPACKET_H
#define _CCPACKET_H

/**
 * Buffer and data lengths
 */
#define CCPACKET_BUFFER_LEN        64
#define CCPACKET_DATA_LEN          CCPACKET_BUFFER_LEN - 3

/**
 * Class: CCPACKET
 * 
 * Description:
 * CC1101 data packet class
 */
struct CCPACKET
{
  public:
    /**
     * Data length
     */
    unsigned char length;

    /**
     * Data buffer
     */
    unsigned char data[CCPACKET_DATA_LEN];

    /**
     * CRC OK flag
     */
    bool crc_ok;

    /**
     * Received Strength Signal Indication
     */
    unsigned char rssi;

    /**
     * Link Quality Index
     */
    unsigned char lqi;
};

#endif





Jarolift_MQTTv3/global.h
#ifndef GLOBAL_H
#define GLOBAL_H

#define ACCESS_POINT_NAME      "Jarolift-Dongle"  // default SSID fpr Admin-Mode
#define ACCESS_POINT_PASSWORD  "12345678"         // default WLAN password for Admin-Mode
#define AdminTimeOut           180                // Defines the Time in Seconds, when the Admin-Mode will be diabled

ESP8266WebServer server(80);									    // The Webserver

int AdminTimeOutCounter = 0;									    // Counter for Disabling the AdminMode
boolean AdminEnabled = true;		                  // Enable Admin Mode for a given Time
Ticker tkSecond;                                  // Second - Timer for Updating Datetime Structure
        
String web_cmd = "";                              // trigger to run a command whenever a action button has been pressed on the web interface
int web_cmd_channel;                              // keeps the respective channel ID for the web_cmd

struct strConfig {
	String  ssid;
	String  password;
	byte    ip[4];
	byte    netmask[4];
	byte    gateway[4];
	boolean dhcp;
  byte    mqtt_broker_addr[4];
  String  mqtt_broker_port;
  String  master_msb;
  String  master_lsb;
  boolean learn_mode;                         //If set to true, regular learn method is used (up+down, followed by stop). If set to false another method for older versions of Jarolift motors is used.
  String  serial;
  String  remote_serial_c0;
  String  remote_serial_c1;
  String  remote_serial_c2;
  String  remote_serial_c3;
  String  remote_serial_c4;
  String  remote_serial_c5;
  String  remote_serial_c6;
  String  remote_serial_c7;
  String  remote_serial_c8;
  String  remote_serial_c9;
  String  remote_serial_c10;
  String  remote_serial_c11;
  String  remote_serial_c12;
  String  remote_serial_c13;
  String  remote_serial_c14;
  String  remote_serial_c15;
  
} config;

/*
**
** CONFIGURATION HANDLING
**
*/
void ConfigureWifi()
{
	Serial.print("Connecting to ");
  Serial.print(config.ssid);
	WiFi.begin (config.ssid.c_str(), config.password.c_str());
	if (!config.dhcp)
	{
		WiFi.config(IPAddress(config.ip[0],config.ip[1],config.ip[2],config.ip[3] ),  IPAddress(config.gateway[0],config.gateway[1],config.gateway[2],config.gateway[3] ) , IPAddress(config.netmask[0],config.netmask[1],config.netmask[2],config.netmask[3] ));
	}

  int timeout_count  = 0;
  while (WiFi.status () != WL_CONNECTED){
    if (timeout_count > 30)
    {
      break;
    }
    timeout_count ++;
    delay(500);
    Serial.print(".");  
  }
  if (timeout_count > 10)
  {
    Serial.println("failed!");
  }else{
    Serial.println("connected");
    Serial.print("IP address: ");
    Serial.println(WiFi.localIP());
  }
}

void WriteConfig()
{

	Serial.println("Writing Config");
	EEPROM.write(120,'C');
	EEPROM.write(121,'F');
	EEPROM.write(122,'G');

	EEPROM.write(128,config.dhcp);

	EEPROM.write(144,config.ip[0]);
	EEPROM.write(145,config.ip[1]);
	EEPROM.write(146,config.ip[2]);
	EEPROM.write(147,config.ip[3]);

	EEPROM.write(148,config.netmask[0]);
	EEPROM.write(149,config.netmask[1]);
	EEPROM.write(150,config.netmask[2]);
	EEPROM.write(151,config.netmask[3]);

	EEPROM.write(152,config.gateway[0]);
	EEPROM.write(153,config.gateway[1]);
	EEPROM.write(154,config.gateway[2]);
	EEPROM.write(155,config.gateway[3]);

  EEPROM.write(156,config.mqtt_broker_addr[0]);
  EEPROM.write(157,config.mqtt_broker_addr[1]);
  EEPROM.write(158,config.mqtt_broker_addr[2]);
  EEPROM.write(159,config.mqtt_broker_addr[3]);
 
	WriteStringToEEPROM(164,config.ssid);
	WriteStringToEEPROM(196,config.password);

  WriteStringToEEPROM(255,config.mqtt_broker_port);
  WriteStringToEEPROM(270,config.master_msb);
  WriteStringToEEPROM(330,config.master_lsb);
  EEPROM.write(350,config.learn_mode);
  WriteStringToEEPROM(366,config.serial);
  WriteStringToEEPROM(375,config.remote_serial_c0);
  WriteStringToEEPROM(384,config.remote_serial_c1);
  WriteStringToEEPROM(393,config.remote_serial_c2);
  WriteStringToEEPROM(404,config.remote_serial_c3);
  WriteStringToEEPROM(411,config.remote_serial_c4);
  WriteStringToEEPROM(420,config.remote_serial_c5);
  WriteStringToEEPROM(429,config.remote_serial_c6);
  WriteStringToEEPROM(438,config.remote_serial_c7);
  WriteStringToEEPROM(447,config.remote_serial_c8);
  WriteStringToEEPROM(456,config.remote_serial_c9);
  WriteStringToEEPROM(465,config.remote_serial_c10);
  WriteStringToEEPROM(474,config.remote_serial_c11);
  WriteStringToEEPROM(483,config.remote_serial_c12);
  WriteStringToEEPROM(492,config.remote_serial_c13);
  WriteStringToEEPROM(501,config.remote_serial_c14);
  WriteStringToEEPROM(510,config.remote_serial_c15);

	EEPROM.commit();
}
boolean ReadConfig()
{

	Serial.println("Reading Configuration");
	if (EEPROM.read(120) == 'C' && EEPROM.read(121) == 'F'  && EEPROM.read(122) == 'G' )
	{
		Serial.println("Configuration Found!");
		config.dhcp = 	EEPROM.read(128);

		config.ip[0] = EEPROM.read(144);
		config.ip[1] = EEPROM.read(145);
		config.ip[2] = EEPROM.read(146);
		config.ip[3] = EEPROM.read(147);
		config.netmask[0] = EEPROM.read(148);
		config.netmask[1] = EEPROM.read(149);
		config.netmask[2] = EEPROM.read(150);
		config.netmask[3] = EEPROM.read(151);
		config.gateway[0] = EEPROM.read(152);
		config.gateway[1] = EEPROM.read(153);
		config.gateway[2] = EEPROM.read(154);
		config.gateway[3] = EEPROM.read(155);
    config.mqtt_broker_addr[0] = EEPROM.read(156);
    config.mqtt_broker_addr[1] = EEPROM.read(157);
    config.mqtt_broker_addr[2] = EEPROM.read(158);
    config.mqtt_broker_addr[3] = EEPROM.read(159);

		config.ssid = ReadStringFromEEPROM(164);
		config.password = ReadStringFromEEPROM(196);
    config.mqtt_broker_port = ReadStringFromEEPROM(255);
    config.master_msb = ReadStringFromEEPROM(270);
    config.master_lsb = ReadStringFromEEPROM(330);
    config.learn_mode =   EEPROM.read(350);   
    config.serial = ReadStringFromEEPROM(366);
    config.remote_serial_c0 = ReadStringFromEEPROM(375);
    config.remote_serial_c1 = ReadStringFromEEPROM(384);
    config.remote_serial_c2 = ReadStringFromEEPROM(393);
    config.remote_serial_c3 = ReadStringFromEEPROM(404);
    config.remote_serial_c4 = ReadStringFromEEPROM(411);
    config.remote_serial_c5 = ReadStringFromEEPROM(420);
    config.remote_serial_c6 = ReadStringFromEEPROM(429);
    config.remote_serial_c7 = ReadStringFromEEPROM(438);
    config.remote_serial_c8 = ReadStringFromEEPROM(447);
    config.remote_serial_c9 = ReadStringFromEEPROM(456);
    config.remote_serial_c10 = ReadStringFromEEPROM(465);
    config.remote_serial_c11 = ReadStringFromEEPROM(474);
    config.remote_serial_c12 = ReadStringFromEEPROM(483);
    config.remote_serial_c13 = ReadStringFromEEPROM(492);
    config.remote_serial_c14 = ReadStringFromEEPROM(501);
    config.remote_serial_c15 = ReadStringFromEEPROM(510);
		return true;
	}
	else
	{
		Serial.println("Configurarion NOT FOUND!!!!");
		return false;
	}
}

void Admin_Mode_Timeout()
{
  AdminTimeOutCounter++;
}
#endif




Jarolift_MQTTv3/helpers.h
#ifndef HELPERS_H
#define HELPERS_H




//
// Check the Values is between 0-255
//
boolean checkRange(String Value)
{
	 if (Value.toInt() < 0 || Value.toInt() > 255)
	 {
		 return false;
	 }
	 else
	 {
		 return true;
	 }
}


void WriteStringToEEPROM(int beginaddress, String string)
{
	char  charBuf[string.length()+1];
	string.toCharArray(charBuf, string.length()+1);
	for (int t=  0; t<sizeof(charBuf);t++)
	{
			EEPROM.write(beginaddress + t,charBuf[t]);
	}
}
String  ReadStringFromEEPROM(int beginaddress)
{
	byte counter=0;
	char rChar;
	String retString = "";
	while (1)
	{
		rChar = EEPROM.read(beginaddress + counter);
		if (rChar == 0) break;
		if (counter > 31) break;
		counter++;
		retString.concat(rChar);

	}
	return retString;
}
void EEPROMWritelong(int address, long value)
      {
      byte four = (value & 0xFF);
      byte three = ((value >> 8) & 0xFF);
      byte two = ((value >> 16) & 0xFF);
      byte one = ((value >> 24) & 0xFF);

      //Write the 4 bytes into the eeprom memory.
      EEPROM.write(address, four);
      EEPROM.write(address + 1, three);
      EEPROM.write(address + 2, two);
      EEPROM.write(address + 3, one);
      }
long EEPROMReadlong(long address)
      {
      //Read the 4 bytes from the eeprom memory.
      long four = EEPROM.read(address);
      long three = EEPROM.read(address + 1);
      long two = EEPROM.read(address + 2);
      long one = EEPROM.read(address + 3);

      //Return the recomposed long by using bitshift.
      return ((four << 0) & 0xFF) + ((three << 8) & 0xFFFF) + ((two << 16) & 0xFFFFFF) + ((one << 24) & 0xFFFFFFFF);
}

// convert a single hex digit character to its integer value (from https://code.google.com/p/avr-netino/)
unsigned char h2int(char c)
{
    if (c >= '0' && c <='9'){
        return((unsigned char)c - '0');
    }
    if (c >= 'a' && c <='f'){
        return((unsigned char)c - 'a' + 10);
    }
    if (c >= 'A' && c <='F'){
        return((unsigned char)c - 'A' + 10);
    }
    return(0);
}

String urldecode(String input) // (based on https://code.google.com/p/avr-netino/)
{
	 char c;
	 String ret = "";
	 
	 for(byte t=0;t<input.length();t++)
	 {
		 c = input[t];
		 if (c == '+') c = ' ';
         if (c == '%') {


         t++;
         c = input[t];
         t++;
         c = (h2int(c) << 4) | h2int(input[t]);
		 }
		
		 ret.concat(c);
	 }
	 return ret;
  
}




 
#endif




Jarolift_MQTTv3/html.h

//
//  SEND HTML PAGE OR IF A FORM SUMBITTED VALUES, PROCESS THESE VALUES
// 

void configure_dongle()
{
	
	if (server.args() > 0 )  // Save Settings
	{
		//config.dhcp = false;
    //config.learn_mode = true;
    String cmd = "";
    int channel;
		for ( uint8_t i = 0; i < server.args(); i++ ) {

      if (server.argName(i) == "cmd") cmd                                    = urldecode(server.arg(i));
      if (server.argName(i) == "channel") channel                            = server.arg(i).toInt();
    
			if (server.argName(i) == "ssid") config.ssid                           = urldecode(server.arg(i));
			if (server.argName(i) == "password") config.password                   = urldecode(server.arg(i)); 
      if (server.argName(i) == "mqtt_broker_port") config.mqtt_broker_port   = urldecode(server.arg(i));
      if (server.argName(i) == "master_msb") config.master_msb               = urldecode(server.arg(i));
      if (server.argName(i) == "master_lsb") config.master_lsb               = urldecode(server.arg(i));
      if (server.argName(i) == "serial") config.serial                       = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c0") config.remote_serial_c0   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c1") config.remote_serial_c1   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c2") config.remote_serial_c2   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c3") config.remote_serial_c3   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c4") config.remote_serial_c4   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c5") config.remote_serial_c5   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c6") config.remote_serial_c6   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c7") config.remote_serial_c7   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c8") config.remote_serial_c8   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c9") config.remote_serial_c9   = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c10") config.remote_serial_c10 = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c11") config.remote_serial_c11 = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c12") config.remote_serial_c12 = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c13") config.remote_serial_c13 = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c14") config.remote_serial_c14 = urldecode(server.arg(i));
      if (server.argName(i) == "remote_serial_c15") config.remote_serial_c15 = urldecode(server.arg(i));
      
			if (server.argName(i) == "ip_0") if (checkRange(server.arg(i))) 	config.ip[0] =  server.arg(i).toInt();
			if (server.argName(i) == "ip_1") if (checkRange(server.arg(i))) 	config.ip[1] =  server.arg(i).toInt();
			if (server.argName(i) == "ip_2") if (checkRange(server.arg(i))) 	config.ip[2] =  server.arg(i).toInt();
			if (server.argName(i) == "ip_3") if (checkRange(server.arg(i))) 	config.ip[3] =  server.arg(i).toInt();
			if (server.argName(i) == "nm_0") if (checkRange(server.arg(i))) 	config.netmask[0] =  server.arg(i).toInt();
			if (server.argName(i) == "nm_1") if (checkRange(server.arg(i))) 	config.netmask[1] =  server.arg(i).toInt();
			if (server.argName(i) == "nm_2") if (checkRange(server.arg(i))) 	config.netmask[2] =  server.arg(i).toInt();
			if (server.argName(i) == "nm_3") if (checkRange(server.arg(i))) 	config.netmask[3] =  server.arg(i).toInt();
			if (server.argName(i) == "gw_0") if (checkRange(server.arg(i))) 	config.gateway[0] =  server.arg(i).toInt();
			if (server.argName(i) == "gw_1") if (checkRange(server.arg(i))) 	config.gateway[1] =  server.arg(i).toInt();
			if (server.argName(i) == "gw_2") if (checkRange(server.arg(i))) 	config.gateway[2] =  server.arg(i).toInt();
			if (server.argName(i) == "gw_3") if (checkRange(server.arg(i))) 	config.gateway[3] =  server.arg(i).toInt();

      if (server.argName(i) == "mqtt_broker_addr_0") if (checkRange(server.arg(i)))   config.mqtt_broker_addr[0] =  server.arg(i).toInt();
      if (server.argName(i) == "mqtt_broker_addr_1") if (checkRange(server.arg(i)))   config.mqtt_broker_addr[1] =  server.arg(i).toInt();
      if (server.argName(i) == "mqtt_broker_addr_2") if (checkRange(server.arg(i)))   config.mqtt_broker_addr[2] =  server.arg(i).toInt();
      if (server.argName(i) == "mqtt_broker_addr_3") if (checkRange(server.arg(i)))   config.mqtt_broker_addr[3] =  server.arg(i).toInt();
      
      if (server.argName(i) == "dhcp") config.dhcp = true;
			if (server.argName(i) == "learn_mode") config.learn_mode = true;
		}

    if (cmd != "")
    {
      
      String values ="";
      values += "<meta http-equiv='refresh' content='1; URL=/'>";
      values += "Please Wait....Running command.";
      server.send ( 200, "text/html", values);
      WriteConfig();
      web_cmd_channel = channel;
      web_cmd = cmd;            
    }else{
      String values ="";
      values += "<meta http-equiv='refresh' content='10; URL=/'>";
      values += "Please Wait....Configuring and Restarting.";
  		server.send ( 200, "text/html", values);
  		WriteConfig();
      delay(500);
  		ESP.restart();
    }
	}
	else
	{
    String values ="";
    values += "<div style='width: 100%;text-align: center;'><form action='' method='post'>";
    values += "<h1>Jarolift-Dongle Configuration</h1>";
    values += "<table border=0 style='margin: 0 auto;'>";
    values += "<tr><td colspan='2' align=center><h3>Network configuration</h3></td></tr>";
    values += "<tr><td align='right'>SSID:</td><td><input type='text' id='ssid' name='ssid' size='25' value=" + (String) config.ssid + "></td></tr>";
    values += "<tr><td align='right'>Password:</td><td><input type='password' id='password' size='25' name='password' value=" + (String) config.password + "></td></tr>";
    values += "<tr><td align='right'>DHCP:</td><td><input type='checkbox' id='dhcp' name='dhcp' " + (String) (config.dhcp ? "checked" : "")  + "></td></tr>";
    values += "<tr><td align='right'>IP:     </td><td><input type='text' id='ip_0' name='ip_0' size='3' maxlength='3' value='" + (String) config.ip[0] + "'>.<input type='text' id='ip_1' name='ip_1' maxlength='3' size='3' value='" + (String) config.ip[1] + "'>.<input type='text' id='ip_2' name='ip_2' maxlength='3' size='3' value='" + (String) config.ip[2] + "'>.<input type='text' id='ip_3' name='ip_3' maxlength='3' size=3  value='" + (String) config.ip[3] + "'></td></tr>";
    values += "<tr><td align='right'>Netmask:</td><td><input type='text' id='nm_0' name='nm_0' size='3' maxlength='3' value='" + (String) config.netmask[0] + "'>.<input type='text' id='nm_1' name='nm_1' maxlength='3' size='3' value='" + (String) config.netmask[1] + "'>.<input type='text' id='nm_2' name='nm_2' maxlength='3' size='3' value='" + (String) config.netmask[2] + "'>.<input type='text' id='nm_3' name='nm_3' maxlength='3' size=3 value='" + (String) config.netmask[3] + "'></td></tr>";
    values += "<tr><td align='right'>Gateway:</td><td><input type='text' id='gw_0' name='gw_0' size='3' maxlength='3' value='" + (String) config.gateway[0] + "'>.<input type='text' id='gw_1' name='gw_1' maxlength='3' size='3' value='" + (String) config.gateway[1] + "'>.<input type='text' id='gw_2' name='gw_2' maxlength='3' size='3' value='" + (String) config.gateway[2] + "'>.<input type='text' id='gw_3' name='gw_3' maxlength='3' size=3 value='" + (String) config.gateway[3] + "'></td></tr>";    
    values += "<tr><td colspan='2'>&nbsp;</td></tr>";
    values += "<tr><td colspan='2' align=center><h3>MQTT Broker connection</h3></td></tr>";
    values += "<tr><td align='right'>MQTT Broker IP:</td><td><input type='text' id='mqtt_broker_addr_0' name='mqtt_broker_addr_0' maxlength='3' size='3' value='" + (String) config.mqtt_broker_addr[0] + "'>.<input type='text' id='mqtt_broker_addr_1' name='mqtt_broker_addr_1' maxlength='3' size='3' value='" + (String) config.mqtt_broker_addr[1] + "'>.<input type='text' id='mqtt_broker_addr_2' name='mqtt_broker_addr_2' maxlength='3' size='3' value='" + (String) config.mqtt_broker_addr[2] + "'>.<input type='text' id='mqtt_broker_addr_3' name='mqtt_broker_addr_3' maxlength='3' size=3 value='" + (String) config.mqtt_broker_addr[3] + "'></td></tr>";     
    values += "<tr><td align='right'>MQTT Broker Port (example: 1883):</td><td><input type='input' id='mqtt_broker_port' name='mqtt_broker_port' maxlength='4' size='25' value=" + (String) config.mqtt_broker_port + "></td></tr>";    
    values += "<tr><td colspan='2'>&nbsp;</td></tr>";
    values += "<tr><td colspan='2' align=center><h3>General jarolift settings</h3></td></tr>";
    values += "<tr><td align='right'>Master MSB (example: 0x12345678):</td><td><input type='text' size='25' maxlength='10' id='master_msb' name='master_msb' value=" + (String) config.master_msb + "></td></tr>";    
    values += "<tr><td align='right'>Master LSB (example: 0x87654321):</td><td><input type='text' size='25' maxlength='10' id='master_lsb' name='master_lsb' value=" + (String) config.master_lsb + "></td></tr>";  
    values += "<tr><td align='right'>use regular learn mode:</td><td><input type='checkbox' id='learn_mode' name='learn_mode' " + (String) (config.learn_mode ? "checked" : "")  + "></td></tr>";  
    values += "<tr><td align='right'>Start serial number (example: 12345600):</td><td><input type='text' size='25' maxlength='10' id='serial' name='serial' value=" + (String) config.serial + ">&nbsp;<input type='submit' name='cmd' value='generate serials'></td></tr>";  
    values += "<tr><td colspan='2'>&nbsp;</td></tr>";
    values += "<tr><td colspan='2' align='center'><input type='submit' value='SAVE CONFIGURATION'></td></tr>";
    values += "<tr><td colspan='2'>&nbsp;</td></tr>";
    values += "<tr><td colspan='2'>&nbsp;</td></tr>";

    values += "</td></tr></table>";
    values += "</form>";
    values += "<hr>";
    values += "<h3>Jarolift channel settings</h3>";
       
    values += "<table border=0 cellpadding=3 style='margin: 0 auto;'>";
    values += "<tr><td align='center'><strong>Channel Id</strong></td><td align='center'><strong>Remote serial list (e.g. 09af0000,00bc6101,...)</strong></td><td align='center'><strong>Actions</strong></td></tr>";
    values += "<form action='' method='post'><tr><td>0</td><td><input type='text' size='40' id='remote_serial_c0' name='remote_serial_c0' value=" + (String) config.remote_serial_c0 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=0><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>1</td><td><input type='text' size='40' id='remote_serial_c1' name='remote_serial_c1' value=" + (String) config.remote_serial_c1 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=1><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>2</td><td><input type='text' size='40' id='remote_serial_c2' name='remote_serial_c2' value=" + (String) config.remote_serial_c2 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=2><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>3</td><td><input type='text' size='40' id='remote_serial_c3' name='remote_serial_c3' value=" + (String) config.remote_serial_c3 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=3><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>4</td><td><input type='text' size='40' id='remote_serial_c4' name='remote_serial_c4' value=" + (String) config.remote_serial_c4 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=4><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>5</td><td><input type='text' size='40' id='remote_serial_c5' name='remote_serial_c5' value=" + (String) config.remote_serial_c5 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=5><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>6</td><td><input type='text' size='40' id='remote_serial_c6' name='remote_serial_c6' value=" + (String) config.remote_serial_c6 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=6><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>7</td><td><input type='text' size='40' id='remote_serial_c7' name='remote_serial_c7' value=" + (String) config.remote_serial_c7 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=7><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>8</td><td><input type='text' size='40' id='remote_serial_c8' name='remote_serial_c8' value=" + (String) config.remote_serial_c8 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=8><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>9</td><td><input type='text' size='40' id='remote_serial_c9' name='remote_serial_c9' value=" + (String) config.remote_serial_c9 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=9><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>10</td><td><input type='text' size='40' id='remote_serial_c10' name='remote_serial_c10' value=" + (String) config.remote_serial_c10 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=10><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>11</td><td><input type='text' size='40' id='remote_serial_c11' name='remote_serial_c11' value=" + (String) config.remote_serial_c11 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=11><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>12</td><td><input type='text' size='40' id='remote_serial_c12' name='remote_serial_c12' value=" + (String) config.remote_serial_c12 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=12><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>13</td><td><input type='text' size='40' id='remote_serial_c13' name='remote_serial_c13' value=" + (String) config.remote_serial_c13 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=13><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>14</td><td><input type='text' size='40' id='remote_serial_c14' name='remote_serial_c14' value=" + (String) config.remote_serial_c14 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=14><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "<form action='' method='post'><tr><td>15</td><td><input type='text' size='40' id='remote_serial_c15' name='remote_serial_c15' value=" + (String) config.remote_serial_c15 + "><input type='submit' name='save' value='save'>&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</td><td><input type='hidden' name='channel' value=15><input type='submit' name='cmd' value='learn'><input type='submit' name='cmd' value='up'><input type='submit' name='cmd' value='stop'><input type='submit' name='cmd' value='down'><input type='submit' name='cmd' value='shade'><input type='submit' name='cmd' value='set shade'></td></tr></form>"; 
    values += "</table>";
    values += "</div>";
		server.send ( 200, "text/html", values ); 
	}
  Serial.print("Client has requested ");
	Serial.println(__FUNCTION__); 
}





Jarolift_MQTTv3/Jarolift_MQTTv3.ino
/* V0.4
  Controlling Jarolift TDEF 433MHZ radio shutters via ESP8266 and CC1101 Transceiver Module in asynchronous mode.
  Experimental version.Commands will be send via UDP packet. Use at your own risk. For private/educational use. (Keeloq algorithm licensed only to TI Microcontrollers)
  Provides also reception of Jarolift telegrams and status update for fhem  together with 98_jarolift.pm.
  Reception is based on simple pulse time measurement.
  Also additional cc1101 register optimization may be required for better reception.

  Connect via Terminal program, press "m" to enter menue.


  Kanal  S/N           DiscGroup_8-16             DiscGroup_1-8     SN(last two digits)
  0       0            0000 0000                   0000 0001           0000 0000
  1       1            0000 0000                   0000 0010           0000 0001
  2       2            0000 0000                   0000 0100           0000 0010
  3       3            0000 0000                   0000 1000           0000 0011
  4       4            0000 0000                   0001 0000           0000 0100
  5       5            0000 0000                   0010 0000           0000 0101
  6       6            0000 0000                   0100 0000           0000 0110
  7       7            0000 0000                   1000 0000           0000 0111
  8       8            0000 0001                   0000 0000           0000 0111
  9       9            0000 0010                   0000 0000           0000 0111
  10      10           0000 0100                   0000 0000           0000 0111
  11      11           0000 1000                   0000 0000           0000 0111
  12      12           0001 0000                   0000 0000           0000 0111
  13      13           0010 0000                   0000 0000           0000 0111
  14      14           0100 0000                   0000 0000           0000 0111
  15      15           1000 0000                   0000 0000           0000 0111

  Connection:

  ESP<->CC1101
  D8  - CSN
  D2  - GDO0 (perhaps 1Kohm to GND)
  D1  - GDO2
  D6  - SO(GDO1)
  D5  - SCLK
  D7  - SI
  GND - GND
  VCC - VCC

  Written by Steffen Hille in Nov, 2017

  changelog:

  20/07/17 v0.1
    added reception of jarolift remotes and fhem status update

  28/07/17 v0.2
    Modified rx/tx switch for not getting stuck (line 1182/1192)

  19/08/17 v0.3
   Added WiFi reconnect routine. (THX to Markus)

  30/08/17 v0.4
  Added ESP-Reset via fhem. Added shade command to set the shutter to a predefined position. Position is set via the "ssp(channel)" cmd.
  Added Group Reception.

  30/10/2017
  fixed an error which prevented to learn a motor to the dongle
  reconfigured wifi as STA.

  02/11/2017
  added a switch (bool regular_learn = true; )to choose which learn method to use. Regular method is Up+Down at the same time followed by a stop.

  11/11/2017 0.4a
  improved senden-routine to prevent wdt to reset the device and get more compatibility (controlling and learing).

*/
#include <ESP8266WiFi.h>
#include <WiFiClient.h>
#include <EEPROM.h>
#include <ESP8266WebServer.h>
#include <SPI.h>
#include <PubSubClient.h>
#include <Ticker.h>
#include "helpers.h"
#include "global.h"
#include "html.h"
extern "C" {
#include <Wire.h>
#include <stdint.h>
#include "c_types.h"
#include "ets_sys.h"
#include "os_type.h"
#include "osapi.h"
#include "mem.h"
#include "user_interface.h"
#include "smartconfig.h"
#include "Arduino.h"
#include "cc1101.h"
#include <stdio.h>
#include <KeeloqLib.h>
#include <stdlib.h>
}

//User configuration
#define Lowpulse         400                      //Defines Pulse-Width in us. Adapt for your use...
#define Highpulse        800                      

#define BITS_SIZE          8
byte syncWord            = 199;
int device_key_msb       = 0x0; //stores cryptkey MSB
int device_key_lsb       = 0x0; //stores cryptkey LSB
uint64_t button          = 0x0; //1000=0x8 up, 0100=0x4 stop, 0010=0x2 down, 0001=0x1 learning
unsigned short devcnt    = 0x0; //Initial 16Bit countervalue, will be loaded in EEPROM and incrementet once in a time a command is send
int disc                 = 0x0;
uint32_t dec             = 0;   //stores the 32Bit encrypted code
uint64_t pack            = 0;   //Contains data to send.
byte disc_low[16]        = {0x1, 0x2, 0x4, 0x8, 0x10, 0x20, 0x40, 0x80, 0x0, 0x0, 0x0, 0x0, 0x0,  0x0,  0x0,  0x0};
byte disc_high[16]       = {0x0, 0x0, 0x0, 0x0, 0x0,  0x0,  0x0,  0x0, 0x1, 0x2, 0x4, 0x8, 0x10, 0x20, 0x40, 0x80};
byte serials[16]         = {0x0, 0x1, 0x2, 0x3, 0x4,  0x5,  0x6,  0x7, 0x8, 0x9, 0xA, 0xB, 0xC,  0xD,  0xE,  0xF }; //Represents Last Serial Digit in Binary 1234567[8] = 0xF
byte disc_l              = 0;
byte disc_h              = 0;
byte adresses[]          = {5, 11, 17, 23, 29, 35, 41, 47, 53, 59, 65, 71, 77, 85, 91, 97 }; //Defines Start Addresses of Channel data stored in EEPROM 4bytes s/n.
char new_serial1[9];
char packet[2];
char group[9];
uint64_t new_serial      = 0;
int z;
int cntadr               = 110;  //Where the 16Bit Counter is stored.
int p = 0;
bool espstatus;
byte marcState;

//RX variables and defines
#define debounce         200              //Ignoring short pulses in reception...no clue if required and if it makes sense ;)
#define pufsize          216              //Pulsepuffer
#define DATAIN             5              //Inputport for reception
uint32_t rx_serial       = 0;
char rx_serial_array[8]  = {0};
char rx_disc_low[8]      = {0};
char rx_disc_high[8]     = {0};
uint32_t rx_hopcode      = 0;
uint16_t rx_disc_h       = 0;
byte rx_function         = 0;
int rx_device_key_msb    = 0x0;           //stores cryptkey MSB
int rx_device_key_lsb    = 0x0;           //stores cryptkey LSB
volatile uint32_t decoded         = 0x0;  //decoded hop code
volatile byte pbwrite;
volatile unsigned int lowbuf[pufsize];    // ring buffer storing LOW pulse lengths
volatile unsigned int hibuf[pufsize];     // ring buffer storing HIGH pulse lengths
volatile bool iset = false;
volatile byte value = 0;                  //Stores RSSI Value
long rx_time;
bool lcl_group = false;
char serialnr[4] = {0};
char sn[4] = {0};
int steadycnt = 0;

WiFiClient espClient;
PubSubClient mqtt_client(espClient);


void ICACHE_RAM_ATTR measure()        //Receive Routine
{
  static long LineUp, LineDown, Timeout;
  long LowVal, HighVal;
  int pinstate = digitalRead(DATAIN); // Read current pin state
  if (micros() - Timeout > 3500) {
    pbwrite = 0;
  }
  if (pinstate)                       // pin is now HIGH, was low
  {
    LineUp = micros();                //Get actual time in LineUp
    LowVal = LineUp - LineDown;       // calculate the LOW pulse time
    if (LowVal < debounce) return;
    if ((LowVal > 300) && (LowVal < 4300))
    {
      if ((LowVal > 3650) && (LowVal < 4300)) {
        Timeout = micros();
        pbwrite = 0;
        lowbuf[pbwrite] = LowVal;
        pbwrite++;
      }
      if ((LowVal > 300) && (LowVal < 1000)) {
        lowbuf[pbwrite] = LowVal;
        pbwrite++;
        Timeout = micros();
      }
    }
  }
  else
  {
    LineDown = micros();          // line went LOW after being HIGH
    HighVal = LineDown - LineUp;  // calculate the HIGH pulse time
    if (HighVal < debounce) return;
    if ((HighVal > 300) && (HighVal < 1000))
    {
      hibuf[pbwrite] = HighVal;
    }
  }
}
// The connection to the hardware chip CC1101 the RF Chip
CC1101 cc1101;

void setup()
{
  EEPROM.begin(512);
  Serial.begin(115200);
  delay(500);
  Serial.println("Starting Jarolift Dongle");

  // apply default config if saved configuration not yet exist
  if (!ReadConfig())
  {
    // DEFAULT CONFIG
    config.ssid = "MYSSID";
    config.password = "MYPASSWORD";
    config.dhcp = true;
    config.ip[0] = 192;config.ip[1] = 168;config.ip[2] = 1;config.ip[3] = 100;
    config.netmask[0] = 255;config.netmask[1] = 255;config.netmask[2] = 255;config.netmask[3] = 0;
    config.gateway[0] = 192;config.gateway[1] = 168;config.gateway[2] = 1;config.gateway[3] = 1;
    config.mqtt_broker_addr[0] = 192;config.mqtt_broker_addr[1] = 168;config.mqtt_broker_addr[2] = 1;config.mqtt_broker_addr[3] = 1;
    config.mqtt_broker_port = "1883";
    config.master_msb = "0x12345678";
    config.master_lsb = "0x12345678";
    config.learn_mode = true;
    config.serial = "12345600";
    WriteConfig();
    Serial.println("General config applied");
  }

  // initialize the Transceiver Chip
  cc1101.init();
  cc1101.setSyncWord(syncWord, false);
  cc1101.setCarrierFreq(CFREQ_433);
  cc1101.disableAddressCheck();   //if not specified, will only display "packet received"
  Serial.print("CC1101_PARTNUM "); //cc1101=0
  Serial.println(cc1101.readReg(CC1101_PARTNUM, CC1101_STATUS_REGISTER));
  Serial.print("CC1101_VERSION "); //cc1101=4
  Serial.println(cc1101.readReg(CC1101_VERSION, CC1101_STATUS_REGISTER));
  Serial.print("CC1101_MARCSTATE ");
  Serial.println(cc1101.readReg(CC1101_MARCSTATE, CC1101_STATUS_REGISTER) & 0x1f);
  Serial.print("TX-POWER ");
  Serial.println(cc1101.readReg(CC1101_FREND0, CC1101_CONFIG_REGISTER));

  // enable access point mode if Admin-Mode is enabled
  if (AdminEnabled)
  {
    Serial.println("Admin-Mode enabled!");
    WiFi.mode(WIFI_AP_STA);
    WiFi.softAP( ACCESS_POINT_NAME , ACCESS_POINT_PASSWORD);
  }
  else
  {
    WiFi.mode(WIFI_STA);
  }

  // establish Wifi Connection
  ConfigureWifi();

  // configure webserver and start it
  server.on ( "/", configure_dongle );  
  server.onNotFound ( []() { Serial.println("Page Not Found"); server.send ( 400, "text/html", "Page not Found" );   }  );
  server.begin();
  Serial.println( "HTTP server started" );
  tkSecond.attach(1,Admin_Mode_Timeout);

  // configure MQTT client
  mqtt_client.setServer(IPAddress(config.mqtt_broker_addr[0],config.mqtt_broker_addr[1],config.mqtt_broker_addr[2],config.mqtt_broker_addr[3] ), config.mqtt_broker_port.toInt()); // point to MQTT broaker
  mqtt_client.setCallback(mqtt_callback);   // define Handler for incomming messages

  espstatus = true;
  pinMode(4, OUTPUT); //TX Pin

  //RX
  pinMode(DATAIN, INPUT_PULLUP);
  attachInterrupt(DATAIN, measure, CHANGE); //Interrupt @Inputpin
}

void loop()
{
  //disable Admin mode after AdminTimeOut
  if (AdminEnabled)
  {
    if (AdminTimeOutCounter > AdminTimeOut)
    {
       AdminEnabled = false;
       Serial.println("Admin-Mode disabled!");
       WiFi.mode(WIFI_STA);
    }
  }
  server.handleClient();

  if (iset) {
    cc1101.cmdStrobe(CC1101_SCAL);
    delay(50);
    enterrx();
    iset = false;
    delay(200);
    attachInterrupt(DATAIN, measure, CHANGE); //Interrupt @Inputpin;
  }
  if ((Serial.available() > 0) && iset == false) {
    int inByte = Serial.read();
    if (inByte == 'm') {
      printMenu();
    }
  }

  //Check if RX buffer is full
  if ((lowbuf[0] > 3650) && (lowbuf[0] < 4300) && (pbwrite >= 65) && (pbwrite <= 75)) {     //Decode received data...
    iset = true;
    ReadRSSI();
    pbwrite = 0;


    for (int i = 0; i <= 31; i++) {                          //extracting Hopcode
      if (lowbuf[i + 1] < hibuf[i + 1]) {
        rx_hopcode = rx_hopcode & ~(1 << i) | (0 << i);
      } else {
        rx_hopcode = rx_hopcode & ~(1 << i) | (1 << i);
      }
    }
    for (int i = 0; i <= 27; i++) {                         //extracting Serialnumber
      if (lowbuf[i + 33] < hibuf[i + 33]) {
        rx_serial = rx_serial & ~(1 << i) | (0 << i);
      } else {
        rx_serial = rx_serial & ~(1 << i) | (1 << i);
      }
    }
    rx_serial_array[0] = (rx_serial >> 24) & 0xFF;
    rx_serial_array[1] = (rx_serial >> 16) & 0xFF;
    rx_serial_array[2] = (rx_serial >> 8) & 0xFF;
    rx_serial_array[3] = rx_serial & 0xFF;
    Serial.print("Seriennummer: ");
    Serial.println(rx_serial, HEX);
    Serial.println();

    for (int i = 0; i <= 3; i++) {                        //extracting function code
      if (lowbuf[61 + i] < hibuf[61 + i]) {
        rx_function = rx_function & ~(1 << i) | (0 << i);
      } else {
        rx_function = rx_function & ~(1 << i) | (1 << i);
      }
    }
    Serial.println(rx_function, HEX);

    for (int i = 0; i <= 7; i++) {                        //extracting high disc
      if (lowbuf[65 + i] < hibuf[65 + i]) {
        rx_disc_h = rx_disc_h & ~(1 << i) | (0 << i);
      } else {
        rx_disc_h = rx_disc_h & ~(1 << i) | (1 << i);
      }
    }
    Serial.println(rx_disc_h, HEX);
    rx_disc_high[0] = rx_disc_h & 0xFF;
    rx_keygen ();
    rx_decoder();
    if (rx_function == 0x4)steadycnt++;           //to detect a long press....
    else steadycnt--;
    if (steadycnt > 10 && steadycnt <= 40) {
      rx_function = 0x3;
      steadycnt = 0;
    }
    rx_disc_h = 0;
    rx_hopcode = 0;
    rx_function = 0;
  }
  
  // establish connection to MQTT broaker
  if (WiFi.status () == WL_CONNECTED){
    if (!mqtt_client.connected()) {
      mqtt_reconnect();
    }
  }
  mqtt_client.loop();
 
  // run a CMD whenever a web_cmd event has been triggered
  if (web_cmd != "") {
    
    iset = true;
    detachInterrupt(DATAIN); //Interrupt @Inputpin
    delay(1);
    
    if (web_cmd == "up"){
      cmd_up(web_cmd_channel);
    } else if (web_cmd == "down") {
      cmd_down(web_cmd_channel);
    } else if (web_cmd == "stop") {
      cmd_stop(web_cmd_channel);
    } else if (web_cmd == "set shade") {
      cmd_set_shade_position(web_cmd_channel);
    } else if (web_cmd == "shade") {
      cmd_shade(web_cmd_channel);
    } else if (web_cmd == "learn") {
      cmd_learn(web_cmd_channel);
    } else if (web_cmd == "generate serials") {
       cmd_generate_serials(config.serial);
    } else {
      Serial.println("Command unknown.");
    }
    web_cmd = "";
  }
}

//Generation of the encrypted message (Hopcode)
int keeloq () {
  Keeloq k(device_key_msb, device_key_lsb);
  unsigned int result = (disc << 16) | devcnt;  //Append counter value to discremination value
  dec = k.encrypt(result);
}

//Keygen generates the Device Crypt Key in relation to the Master Key and provided Serial Number.
//Here Normal Key-Generation is used acc. to 00745a_c.PDF Appendix G.
int keygen () {

  char  charBufMSB[config.master_msb.length()+1];
  config.master_msb.toCharArray(charBufMSB, config.master_msb.length()+1);
  const unsigned long MasterMSB = (int)strtol(charBufMSB, NULL, 16);

  char  charBufLSB[config.master_lsb.length()+1];
  config.master_lsb.toCharArray(charBufLSB, config.master_lsb.length()+1);
  const unsigned long MasterLSB = (int)strtol(charBufLSB, NULL, 16);
  
  Keeloq k(MasterMSB, MasterLSB);
  uint64_t keylow = new_serial | 0x20000000;
  unsigned long enc = k.decrypt(keylow);
  device_key_lsb  = enc;//Stores LSB Device Key 16Bit
  keylow = new_serial | 0x60000000;
  enc    = k.decrypt(keylow);
  device_key_msb  = enc;//Stores MSB Device Key 16Bit
  Serial.print("Device KeyLow : "); Serial.print(device_key_lsb, HEX);
  Serial.println();
  Serial.print("Device KeyHigh: "); Serial.print(device_key_msb, HEX);
  Serial.println();
  Serial.println();
}

void senden(int repetitions) {                            //Simple TX routine. Repetitions for simulate continuous Button press.
  //Send code two times. In case of one shutter did not "hear" the command.
  pack = (button << 60) | (new_serial << 32) | dec;
  for (int a = 0; a < repetitions; a++)
  {
    digitalWrite(4, LOW);//CC1101 in TX Mode+
    delayMicroseconds(1150);
    frame(10);
    delayMicroseconds(3500);

    for (int i = 0; i < 64; i++) {

      int out = ((pack >> i) & 0x1);//Bitmask to get MSB and send it first
      if (out == 0x1)
      {
        digitalWrite(4, LOW);//Simple encoding of Bit state 1
        delayMicroseconds(Lowpulse);
        digitalWrite(4, HIGH);
        delayMicroseconds(Highpulse);
      }
      else
      {
        digitalWrite(4, LOW);//Simple encoding of Bit state 0
        delayMicroseconds(Highpulse);
        digitalWrite(4, HIGH);
        delayMicroseconds(Lowpulse);
      }
    }
    group_h(); //Last 8Bit. For motor 8-16.

    unsigned long delaytime = micros(); // This part is necessary to prevent the wdt to reset the device.
    delay(13);                          //
    delaytime = micros() - delaytime;   //
    delayMicroseconds(16000 - delaytime); //
  }
}

void group_h() {                    //Sending of high_group_bits 8-16
  for (int i = 0; i < 8; i++) {
    int out = ((disc_h >> i) & 0x1);//Bitmask to get MSB and send it first
    if (out == 0x1)
    {
      digitalWrite(4, LOW);//Simple encoding of Bit state 1
      delayMicroseconds(Lowpulse);
      digitalWrite(4, HIGH);
      delayMicroseconds(Highpulse);
    }
    else
    {
      digitalWrite(4, LOW);//Simple encoding of Bit state 0
      delayMicroseconds(Highpulse);
      digitalWrite(4, HIGH);
      delayMicroseconds(Lowpulse);
    }
  }
}

void frame(int l) {                   //Generates sync-pulses
  for (int i = 0; i < l; ++i) {
    digitalWrite(4, LOW);
    delayMicroseconds(Highpulse);
    digitalWrite(4, HIGH);
    delayMicroseconds(Lowpulse);
  }
}

//int  udptonumber() {                  //Converting incoming groupcode to integer
//  group[0] = (incomingPacket[2]);
//  group[1] = (incomingPacket[3]);
//  group[2] = (incomingPacket[4]);
//  group[3] = (incomingPacket[5]);
//  group[4] = (incomingPacket[6]);
//  group[5] = (incomingPacket[7]);
//  unsigned int g = atoi(group);       //Conversion of new_serial to integer [1][2][3] = 123
//  return g;
//}

unsigned int reverseBits ( unsigned int a ) { //reverses incoming GroupBits
  unsigned int rev = 0;
  int i;
  /* scans each bit of the input number*/
  for ( i = 0; i < BITS_SIZE - 1; i++ )
  {
    /* checks if the bit is 1 */
    if ( a & ( 1 << i ) )
    {
      /* shifts the bit 1, starting from the MSB to LSB
         to build the reverse number
      */
      rev |= 1 << ( BITS_SIZE - 1 ) - i;
    }
  }
  return rev;
}


unsigned char reverse_byte(unsigned char x)       //Fast lookup-table for reversing the groupbits
{
  static const unsigned char table[] = {
    0x00, 0x80, 0x40, 0xc0, 0x20, 0xa0, 0x60, 0xe0,
    0x10, 0x90, 0x50, 0xd0, 0x30, 0xb0, 0x70, 0xf0,
    0x08, 0x88, 0x48, 0xc8, 0x28, 0xa8, 0x68, 0xe8,
    0x18, 0x98, 0x58, 0xd8, 0x38, 0xb8, 0x78, 0xf8,
    0x04, 0x84, 0x44, 0xc4, 0x24, 0xa4, 0x64, 0xe4,
    0x14, 0x94, 0x54, 0xd4, 0x34, 0xb4, 0x74, 0xf4,
    0x0c, 0x8c, 0x4c, 0xcc, 0x2c, 0xac, 0x6c, 0xec,
    0x1c, 0x9c, 0x5c, 0xdc, 0x3c, 0xbc, 0x7c, 0xfc,
    0x02, 0x82, 0x42, 0xc2, 0x22, 0xa2, 0x62, 0xe2,
    0x12, 0x92, 0x52, 0xd2, 0x32, 0xb2, 0x72, 0xf2,
    0x0a, 0x8a, 0x4a, 0xca, 0x2a, 0xaa, 0x6a, 0xea,
    0x1a, 0x9a, 0x5a, 0xda, 0x3a, 0xba, 0x7a, 0xfa,
    0x06, 0x86, 0x46, 0xc6, 0x26, 0xa6, 0x66, 0xe6,
    0x16, 0x96, 0x56, 0xd6, 0x36, 0xb6, 0x76, 0xf6,
    0x0e, 0x8e, 0x4e, 0xce, 0x2e, 0xae, 0x6e, 0xee,
    0x1e, 0x9e, 0x5e, 0xde, 0x3e, 0xbe, 0x7e, 0xfe,
    0x01, 0x81, 0x41, 0xc1, 0x21, 0xa1, 0x61, 0xe1,
    0x11, 0x91, 0x51, 0xd1, 0x31, 0xb1, 0x71, 0xf1,
    0x09, 0x89, 0x49, 0xc9, 0x29, 0xa9, 0x69, 0xe9,
    0x19, 0x99, 0x59, 0xd9, 0x39, 0xb9, 0x79, 0xf9,
    0x05, 0x85, 0x45, 0xc5, 0x25, 0xa5, 0x65, 0xe5,
    0x15, 0x95, 0x55, 0xd5, 0x35, 0xb5, 0x75, 0xf5,
    0x0d, 0x8d, 0x4d, 0xcd, 0x2d, 0xad, 0x6d, 0xed,
    0x1d, 0x9d, 0x5d, 0xdd, 0x3d, 0xbd, 0x7d, 0xfd,
    0x03, 0x83, 0x43, 0xc3, 0x23, 0xa3, 0x63, 0xe3,
    0x13, 0x93, 0x53, 0xd3, 0x33, 0xb3, 0x73, 0xf3,
    0x0b, 0x8b, 0x4b, 0xcb, 0x2b, 0xab, 0x6b, 0xeb,
    0x1b, 0x9b, 0x5b, 0xdb, 0x3b, 0xbb, 0x7b, 0xfb,
    0x07, 0x87, 0x47, 0xc7, 0x27, 0xa7, 0x67, 0xe7,
    0x17, 0x97, 0x57, 0xd7, 0x37, 0xb7, 0x77, 0xf7,
    0x0f, 0x8f, 0x4f, 0xcf, 0x2f, 0xaf, 0x6f, 0xef,
    0x1f, 0x9f, 0x5f, 0xdf, 0x3f, 0xbf, 0x7f, 0xff,
  };
  return table[x];
}
int rx_keygen () {      //Calculate device code from received serial number

  char  charBufMSB[config.master_msb.length()+1];
  config.master_msb.toCharArray(charBufMSB, config.master_msb.length()+1);
  const unsigned long MasterMSB = (int)strtol(charBufMSB, NULL, 16);

  char  charBufLSB[config.master_lsb.length()+1];
  config.master_lsb.toCharArray(charBufLSB, config.master_lsb.length()+1);
  const unsigned long MasterLSB = (int)strtol(charBufLSB, NULL, 16);

  Keeloq k(MasterMSB, MasterLSB);
  uint32_t keylow = rx_serial | 0x20000000;
  unsigned long enc = k.decrypt(keylow);
  rx_device_key_lsb  = enc;//Stores LSB Device Key 16Bit
  keylow = rx_serial | 0x60000000;
  enc    = k.decrypt(keylow);
  rx_device_key_msb  = enc;//Stores MSB Device Key 16Bit
  Serial.print("Device KeyLow : "); Serial.print(rx_device_key_lsb, HEX);
  Serial.println();
  Serial.print("Device KeyHigh: "); Serial.print(rx_device_key_msb, HEX);
  Serial.println();
  Serial.println();
}

int rx_decoder () {     //Decoding of the hopping code
  Keeloq k(rx_device_key_msb, rx_device_key_lsb);
  unsigned int result = rx_hopcode;
  decoded = k.decrypt(result);
  rx_disc_low[0] = (decoded >> 24) & 0xFF;
  rx_disc_low[1] = (decoded >> 16) & 0xFF;
  // rx_disc_low[1] = (decoded >> 8) & 0xFF;
  //rx_disc_low[2] = decoded & 0xFF;

  Serial.print("Decoded: "); Serial.print(decoded, HEX);
  Serial.println();
}

void ReadRSSI()
{
  byte rssi = 0;
  rssi = (cc1101.readReg(CC1101_RSSI, CC1101_STATUS_REGISTER));
  if (rssi >= 128)
  {
    value = 255 - rssi;
    value /= 2;
    value += 74;
  }
  else
  {
    value = rssi / 2;
    value += 74;
  }
  Serial.print("CC1101_RSSI ");
  Serial.println(value);
}

void enterrx() {
  cc1101.setRxState();
  delay(2);
  rx_time = micros();
  while (((marcState = cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x0D )
  {
    if (micros() - rx_time > 50000) break; //Quit when marcState does not change...
  }
}

void entertx() {
  cc1101.setTxState();
  delay(2);
  rx_time = micros();
  while (((marcState = cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x13 && 0x14 && 0x15)
  {
    if (micros() - rx_time > 50000) break; //Quit when marcState does not change...
  }
}

//void Wifistart() {
//  WiFi.begin(ssid, password);
//  delay(5000);
//}


//------------------------------------------------ Display of the Menu--------------------------------------------------//
void printMenu()
{
  if (iset == false)
  {
    iset = true;
    detachInterrupt(DATAIN); //Interrupt @Inputpin
  }
  char c;
  clearAndHome();
  Serial.println();
  Serial.println(F("////////////////////////////////////////////"));
  Serial.println(F("// Jarolift TDEF - ESP8266 Dongle Config  //"));
  Serial.println(F("////////////////////////////////////////////"));
  Serial.println();
  Serial.println(F("1) Set AGC"));
  Serial.println(F("2) Set Datarate"));
  Serial.println(F("3) Set Bandwidth"));
  Serial.println(F("4) Set various registers"));
  Serial.println(F("5) Read configuration"));
  Serial.println(F("6) Save settings and init cc1101"));
  Serial.println(F("7) Quit"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      AGCMenu();
      break;

    case '2':
      DrMenu();
      break;

    case '3':
      BwMenu();
      break;

    case '4':
      VMenu();
      break;

    case '5':
      RMenu();
      break;

    case '7':
      Serial.println(cc1101.readStatusReg(CC1101_MARCSTATE), HEX);

      break;
  }
}

void RMenu()
{
  cc1101.cmdStrobe(CC1101_SNOP);
  cc1101.cmdStrobe(CC1101_SNOP);
  cc1101.cmdStrobe(CC1101_SNOP);
  cc1101.cmdStrobe(CC1101_SNOP);
  char c;
  clearAndHome();
  Serial.print(F("AGC2: "));
  Serial.println(cc1101.readReg(CC1101_AGCCTRL2, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("AGC0: "));
  Serial.println(cc1101.readReg(CC1101_AGCCTRL0, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("FIFOTHR: "));
  Serial.println(cc1101.readReg(CC1101_FIFOTHR, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("TEST2: "));
  Serial.println(cc1101.readReg(CC1101_TEST2, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("TEST1: "));
  Serial.println(cc1101.readReg(CC1101_TEST1, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("MDMCFG4: "));
  Serial.println(cc1101.readReg(CC1101_MDMCFG4, CC1101_CONFIG_REGISTER), HEX);

  Serial.print(F("Press B to return to main menu! "));
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case 'b':
      printMenu();
  }
}

void DrMenu()
{
  cc1101.setIdleState();
  while (((cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x01)
  {
  }
  char c;
  clearAndHome();
  Serial.println(F("1) 2.4kbs / 812KHz"));
  Serial.println(F("2) FIFOTHR 0x47"));
  Serial.println(F("3) TEST2   0x81"));
  Serial.println(F("4) TEST2   0x88"));
  Serial.println(F("5) TEST1   0x31"));
  Serial.println(F("6) TEST1   0x35"));
  Serial.println(F("7) Return"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      break;

    case '2':
      cc1101.writeReg(CC1101_FIFOTHR, 0x47);
      break;

    case '3':
      cc1101.writeReg(CC1101_TEST2, 0x81);
      break;

    case '4':
      cc1101.writeReg(CC1101_TEST2, 0x88);
      break;

    case '5':
      cc1101.writeReg(CC1101_TEST1, 0x31);
      break;

    case '6':
      cc1101.writeReg(CC1101_TEST1, 0X35);
      break;
  }

  printMenu();
}

void VMenu()
{
  cc1101.setIdleState();
  while (((cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x01)
  {
  }
  char c;
  clearAndHome();
  Serial.println(F("1) FIFOTHR 0x07"));
  Serial.println(F("2) FIFOTHR 0x47"));
  Serial.println(F("3) TEST2   0x81"));
  Serial.println(F("4) TEST2   0x88"));
  Serial.println(F("5) TEST1   0x31"));
  Serial.println(F("6) TEST1   0x35"));
  Serial.println(F("7) Return"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      break;

    case '2':
      cc1101.writeReg(CC1101_FIFOTHR, 0x47);
      break;

    case '3':
      cc1101.writeReg(CC1101_TEST2, 0x81);
      break;

    case '4':
      cc1101.writeReg(CC1101_TEST2, 0x88);
      break;

    case '5':
      cc1101.writeReg(CC1101_TEST1, 0x31);
      break;

    case '6':
      cc1101.writeReg(CC1101_TEST1, 0X35);
      break;
  }

  printMenu();
}

void BwMenu()
{
  cc1101.setIdleState();
  while (((cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x01)
  {
  }
  char c;
  clearAndHome();
  Serial.println(F("1)  58.03KHz"));
  Serial.println(F("2) 101.56KHz"));
  Serial.println(F("3) 203.12KHz"));
  Serial.println(F("4) 325.00KHz"));
  Serial.println(F("5) 406.25KHz"));
  Serial.println(F("6) 541.66KHz"));
  Serial.println(F("7) 650.00KHz"));
  Serial.println(F("8) 812.00KHz"));

  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      cc1101.writeReg(CC1101_FIFOTHR, 0x47);
      cc1101.writeReg(CC1101_MDMCFG4, 0xF9);
      cc1101.writeReg(CC1101_TEST2, 0x81);
      cc1101.writeReg(CC1101_TEST1, 0x35);
      cc1101.writeReg(CC1101_FREND1, 0x56);
      break;
    case '2':
      cc1101.writeReg(CC1101_FIFOTHR, 0x47);
      cc1101.writeReg(CC1101_MDMCFG4, 0xC9);
      cc1101.writeReg(CC1101_TEST2, 0x81);
      cc1101.writeReg(CC1101_TEST1, 0x35);
      cc1101.writeReg(CC1101_FREND1, 0x56);
      break;
    case '3':
      cc1101.writeReg(CC1101_FIFOTHR, 0x47);
      cc1101.writeReg(CC1101_MDMCFG4, 0x89);
      cc1101.writeReg(CC1101_TEST2, 0x81);
      cc1101.writeReg(CC1101_TEST1, 0x35);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
    case '4':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      cc1101.writeReg(CC1101_MDMCFG4, 0x59);
      cc1101.writeReg(CC1101_TEST2, 0x88);
      cc1101.writeReg(CC1101_TEST1, 0x31);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
    case '5':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      cc1101.writeReg(CC1101_MDMCFG4, 0x49);
      cc1101.writeReg(CC1101_TEST2, 0x88);
      cc1101.writeReg(CC1101_TEST1, 0x31);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
    case '6':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      cc1101.writeReg(CC1101_MDMCFG4, 0x29);
      cc1101.writeReg(CC1101_TEST2, 0x88);
      cc1101.writeReg(CC1101_TEST1, 0x31);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
    case '7':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      cc1101.writeReg(CC1101_MDMCFG4, 0x19);
      cc1101.writeReg(CC1101_TEST2, 0x88);
      cc1101.writeReg(CC1101_TEST1, 0x31);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
    case '8':
      cc1101.writeReg(CC1101_FIFOTHR, 0x07);
      cc1101.writeReg(CC1101_MDMCFG4, 0x09);
      cc1101.writeReg(CC1101_TEST2, 0x88);
      cc1101.writeReg(CC1101_TEST1, 0x31);
      cc1101.writeReg(CC1101_FREND1, 0xB6);
      break;
  }
  printMenu();
}


void AGCMenu()
{

  char c;
  clearAndHome();
  Serial.println(F("1) Set AGCCTRL2"));
  Serial.println(F("2) Set AGCCTRL0"));
  Serial.println(F("3) Return"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      AGCCTRL2();
      break;

    case '2':
      AGCCTRL0();
      break;

    case '3':
      printMenu();
      break;
  }
}

void AGCCTRL2()
{
  cc1101.setIdleState();
  while (((cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x01)
  {
  }
  char c;
  clearAndHome();
  Serial.println(F("1) 0x03"));
  Serial.println(F("2) 0x04"));
  Serial.println(F("3) 0x05"));
  Serial.println(F("4) 0x06"));
  Serial.println(F("5) 0x07"));
  Serial.println(F("6) 0x08"));
  Serial.println(F("7) 0x09"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x3);
      break;
    case '2':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x4);
      break;
    case '3':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x5);
      break;
    case '4':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x6);
      break;
    case '5':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x7);
      break;
    case '6':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x8);
      break;
    case '7':
      cc1101.writeReg(CC1101_AGCCTRL2,  0x9);
      break;
  }
  clearAndHome();
  AGCMenu();
}

void AGCCTRL0()
{
  cc1101.setIdleState();
  while (((cc1101.readStatusReg(CC1101_MARCSTATE)) & 0x1F) != 0x01)
  {
  }
  char c;
  clearAndHome();
  Serial.println(F("1) 0x91"));
  Serial.println(F("2) 0x92"));
  Serial.println();
  while (Serial.available() < 1);
  c = Serial.read();
  switch (c)
  {
    case '1':
      cc1101.writeReg(CC1101_AGCCTRL0, 0x91);
      break;
    case '2':
      cc1101.writeReg(CC1101_AGCCTRL0, 0x92);
      break;
  }
  clearAndHome();
  AGCMenu();
}


void clearAndHome()
{
  Serial.write(27);
  Serial.print("[2J"); // clear screen
  Serial.write(27); // ESC
  Serial.print("[H"); // cursor to home
}

//####################################################################
// Callback for incomming MQTT messages
//####################################################################
void mqtt_callback(char* topic, byte* payload, unsigned int length) {

  // extract channel Id from topic name
  int channel;
  char * token = strtok(topic, "/");
  for (;(token = strtok(NULL, "/")) != NULL; channel = atoi(token));

  // convert payload in string
  payload[length] = '\0';
  String cmd = String((char*)payload);

  // print serial message
  Serial.print("incomming command for channel [");
  Serial.print(channel);
  Serial.print("]: ");
  Serial.print(cmd);
  Serial.println();

  if (channel <= 15) {
 
    iset = true;
    detachInterrupt(DATAIN); //Interrupt @Inputpin
    delay(1);
   
    if (cmd == "UP"){
      cmd_up(channel);
    } else if (cmd == "DOWN") {
      cmd_down(channel);
    } else if (cmd == "STOP") {
      cmd_stop(channel);
    } else if (cmd == "SETSHADE") {
      cmd_set_shade_position(channel);
    } else if (cmd == "SHADE") {
      cmd_shade(channel);
    } else if (cmd == "LEARN") {
      cmd_learn(channel);
    } else {
      Serial.println("Command unknown.");
    }

    //EEPROM.end();
  }else {
    Serial.println("Channel does not exist, choose one of 0-15");
  }
}

//####################################################################
// function to move the shutter up
//####################################################################
void cmd_up(int channel){
  EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  button = 0x8;
  disc_l = disc_low[channel];
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  rx_disc_low[0]  = disc_l;
  rx_disc_high[0] = disc_h;
  keygen();
  keeloq();
  entertx();
  senden(2);
  enterrx();
  rx_function = 0x8;
  rx_serial_array[0] = (new_serial >> 24) & 0xFF;
  rx_serial_array[1] = (new_serial >> 16) & 0xFF; 
  rx_serial_array[2] = (new_serial >> 8) & 0xFF;
  rx_serial_array[3] = new_serial & 0xFF;
  devcnt++;
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.print("Command UP for channel ");
  Serial.print(channel);
  Serial.println(" sent.");
  String Topic = "stat/jarolift/shutter/" + (String)channel;
  const char * msg = Topic.c_str();
  mqtt_client.publish(msg, "0");
}

//####################################################################
// function to move the shutter down
//####################################################################
void cmd_down(int channel){
  EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  button = 0x2;
  disc_l = disc_low[channel];
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  rx_disc_low[0]  = disc_l;
  rx_disc_high[0] = disc_h;
  keygen();
  keeloq();  //Generate encrypted message 32Bit HopCode
  entertx();
  senden(2);//Call of TX Routine, GPIO4 acts as Output.
  enterrx();
  rx_function = 0x2;
  rx_serial_array[0] = (new_serial >> 24) & 0xFF;
  rx_serial_array[1] = (new_serial >> 16) & 0xFF;
  rx_serial_array[2] = (new_serial >> 8) & 0xFF;
  rx_serial_array[3] = new_serial & 0xFF;
  devcnt++;
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.print("Command DOWN for channel ");
  Serial.print(channel);
  Serial.println(" sent.");
  String Topic = "stat/jarolift/shutter/" + (String)channel;
  const char * msg = Topic.c_str();
  mqtt_client.publish(msg, "100");
}

//####################################################################
// function to stop the shutter
//####################################################################
void cmd_stop(int channel){
  EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  button = 0x4;
  disc_l = disc_low[channel];
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  rx_disc_low[0]  = disc_l;
  rx_disc_high[0] = disc_h;
  keygen();
  keeloq();
  entertx();
  senden(2);
  enterrx();
  rx_function = 0x4;
  rx_serial_array[0] = (new_serial >> 24) & 0xFF;
  rx_serial_array[1] = (new_serial >> 16) & 0xFF;
  rx_serial_array[2] = (new_serial >> 8) & 0xFF;
  rx_serial_array[3] = new_serial & 0xFF;
 
  devcnt++;
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.print("Command STOP for channel ");
  Serial.print(channel);
  Serial.println(" sent.");
}

//####################################################################
// function to move shutter to shade position
//####################################################################
void cmd_shade(int channel){
  EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  button = 0x4;
  disc_l = disc_low[channel];
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  rx_disc_low[0]  = disc_l;
  rx_disc_high[0] = disc_h;
  keygen();
  keeloq();
  entertx();
  senden(20);
  enterrx();
  rx_function = 0x3;
  rx_serial_array[0] = (new_serial >> 24) & 0xFF;
  rx_serial_array[1] = (new_serial >> 16) & 0xFF;
  rx_serial_array[2] = (new_serial >> 8) & 0xFF;
  rx_serial_array[3] = new_serial & 0xFF;

  devcnt++;
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.print("Command SHADE for channel ");
  Serial.print(channel);
  Serial.println(" sent.");
  String Topic = "stat/jarolift/shutter/" + (String)channel;
  const char * msg = Topic.c_str();
  mqtt_client.publish(msg, "90");
}

//####################################################################
// function to set the learn/set the shade position
//####################################################################
void cmd_set_shade_position(int channel){
  EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  button = 0x4;
  disc_l = disc_low[channel];
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  rx_disc_low[0]  = disc_l;
  rx_disc_high[0] = disc_h;
  keygen();

  for (int i = 0; i < 4; i++) {
    entertx();
    keeloq();
    senden(1);
    devcnt++;
    enterrx();
    delay(300);
  }

  rx_function = 0x6;
  rx_serial_array[0] = (new_serial >> 24) & 0xFF;
  rx_serial_array[1] = (new_serial >> 16) & 0xFF;
  rx_serial_array[2] = (new_serial >> 8) & 0xFF;
  rx_serial_array[3] = new_serial & 0xFF;
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.print("Command SET SHADE for channel ");
  Serial.print(channel);
  Serial.println(" sent.");
  delay(2000); // Safety time to prevent accidentally erase of end-points.
}

//####################################################################
// function to put the dongle into the learn mode and 
// send learning packet.
//####################################################################
void cmd_learn(int channel){
  Serial.println("Putting channel into learn mode ... ");
  new_serial = EEPROM.get(adresses[channel], new_serial);
  EEPROM.get(cntadr, devcnt);
  if (config.learn_mode == true) button = 0xA; //Regular Learn Method. Up+Down followd by Stop.
  else button = 0x1;                       //New Learn Method. Try, if regular version does not work.
  disc_l = disc_low[channel] ;
  disc_h = disc_high[channel];
  disc = (disc_l << 8) | serials[channel];
  keygen();
  keeloq();
  entertx();
  senden(1);
  enterrx();
  devcnt++;
  if (config.learn_mode == true) {
    delay(1000);
    button = 0x4;   //Stop
    keeloq();
    entertx();
    senden(1);
    enterrx();
    devcnt++;
  }
  EEPROM.put(cntadr, devcnt);
  EEPROM.commit();
  Serial.println("Channel learned!");
}

//####################################################################
// generates 16 serial numbers
//####################################################################
void cmd_generate_serials(String sn){
  const char* serial = sn.c_str();
  Serial.print("Generate serial numbers starting from ");
  Serial.println(serial);
  z = atoi(serial);             // set serial number range
  for (int i = 0; i <= 15; ++i) { //Generation of 16 serial numbers and storage in EEPROM
    EEPROM.put(adresses[i], z);   //Serial 4Bytes
    Serial.println(z);
    z++;
  }
  EEPROM.put(cntadr, 0x0);
  delay(100);
  EEPROM.commit();
}

//####################################################################
// reconnect function to ensure that the dongle is 
// connected to MQTT broaker
//####################################################################
void mqtt_reconnect() {
  // retry as long as the connection is established
  while (!mqtt_client.connected()) {
    Serial.print("Trying to connect to MQTT broaker...");

    //Verbindungsversuch:
    if (mqtt_client.connect("JaroliftDongle")) {
      Serial.println("successed!");
      // subscribe the needed topics
      mqtt_client.subscribe("cmd/jarolift/shutter/+");
    } else { // regry if anything went trong
      Serial.print("Error, rc=");
      Serial.print(mqtt_client.state());
      Serial.println(" Retry in 5 seconds");
      // wait 5 seconds for the next retry
      delay(5000);
    }
  }
}



