import base64, binascii

MSB=0x12345678;
LSB=0x12345678;

def bitRead(value, bit):
	return (((value) >> (bit)) & 0x01);
def bitSet(value, bit):
	return ((value) | (1 << (bit)));
  
def encrypt(x,keyHigh,keyLow):
	KeeLoq_NLF=0x3A5C742E;
	for r in range(0,528):
		keyBitNo = r & 63;
		#print("keyBitNo=",keyBitNo);
		if(keyBitNo < 32):
			keyBitVal = bitRead(keyLow,keyBitNo);
		else:
			keyBitVal = bitRead(keyHigh, keyBitNo - 32);
		#print("keyBitVal=",keyBitVal);
		index = 1 * bitRead(x,1) + 2 * bitRead(x,9) + 4 * bitRead(x,20) + 8 * bitRead(x,26) + 16 * bitRead(x,31);
		#print("index=",index);
		bitVal = bitRead(x,0) ^ bitRead(x, 16) ^ bitRead(KeeLoq_NLF,index) ^ keyBitVal;
		#print("bitVal=",bitVal);
		x = (x>>1) ^ bitVal<<31;
		#print("x=",x);
	return x;
  
def decrypt(x,keyHigh,keyLow):
	KeeLoq_NLF=0x3A5C742E;
	for r in range(0,528):
		keyBitNo = (15-r) & 63;
		#print("keyBitNo=",keyBitNo);
		if(keyBitNo < 32):
			keyBitVal = bitRead(keyLow,keyBitNo);
		else:
			keyBitVal = bitRead(keyHigh, keyBitNo - 32);
		index = 1 * bitRead(x,0) + 2 * bitRead(x,8) + 4 * bitRead(x,19) + 8 * bitRead(x,25) + 16 * bitRead(x,30);
		bitVal = bitRead(x,31) ^ bitRead(x, 15) ^ bitRead(KeeLoq_NLF,index) ^ keyBitVal;
		x = ((x<<1)&0xFFFFFFFF) ^ bitVal;
	return x;
  
#enc_val=encrypt(Original_value,0x27193a9b, 0x117c0835);



fo=open('codes_from_homeass.txt','r');
for line in fo:
	if len(line)>3:
		line=''.join(e for e in line if (e.isalnum() or e=='#' or e=='=' or e=='+' or e=='/'))
		if line[0]=='#':
			print line
		else:
			bitstring='';
			while len(line) % 4 != 0:
				line=line+'='
			s_hex=binascii.hexlify(base64.decodestring(line));
			print (s_hex)
			i=len(s_hex);
			while s_hex[i-2:i]!='dc' and i>0:
				i=i-2;
				#print s_hex[i-2:i]
			i=i-4; #skip 05 too
			while s_hex[i-2:i]=='00' and i>0: # skip all zeros
				i=i-2;
			#print s_hex[i-2:i+2] # the first foe example 1900
			while i-2>6:
				first4=int(s_hex[i-2:i],16)
				second4=int(s_hex[i:i+2],16)
				if first4>21 and first4<32 and second4<15:
					bitstring=bitstring+'0';
				else:
					if first4<15 and second4>21 and second4<32:
						bitstring=bitstring+'1';
					else:
						#print 'Error! '+s_hex[i-2:i+2]
						break;
				i=i-4;
			if len(bitstring)==72:
				group=int(bitstring[0:8],2)
				button=int(bitstring[8:12],2)
				serial=int(bitstring[12:12+28],2)
				crypted=int(bitstring[12+28:72],2)
				#Calculate device code
				keylow = serial | 0x20000000;
				keyhigh = serial | 0x60000000;
				KeyLSB = decrypt(keylow,MSB, LSB);
				KeyMSB = decrypt(keyhigh,MSB, LSB);
				Decoded = decrypt(crypted, KeyMSB, KeyLSB);
				print bitstring+' (len='+str(len(bitstring))+'), Group='+hex(group)+', Btn='+hex(button)+', SN='+hex(serial)+', Decoded='+hex(Decoded)+', Encoded='+hex(crypted)
			else:
				print bitstring+' (len='+str(len(bitstring))+')'
			
			
						
